Configuring VPN for Microsoft Windows XP

£ Control Panel

Favorites  Tools  Help

Lﬁ pSearch [L—_: Faolders -

File Edit view

Q Back \J

See Also

Address B’ Control Panel i | = =
o | Internet Options \i‘@@ lava Plug-in
E" Control Panel B =
&
B Gwitch to Categary Yiew G'r" ;
foo Java Flug-in 1.4.0_01 @ Kevboard
Nzeer)
o=
;s
Mail r Mouse
4 "Windows Updats
@) Help and Support
a Mebwork Connections 2 Phone and Modem Options
@ Portable Media Devices EJE Power Options
= \l
[ . - g Printers and Faxes 6 QuickTime
g Regional and Language Options RightFax Client
= 1A
@ Scanners and Cameras |::[’/ Scheduled Tasks
Security Center @_}1’ Sounds and Audio Devices

1. Click on Start and choose Control Panel. Click on Network Connections.
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2. Double-click on Create a new connection.

3. Click Next on the Welcome to New Connection Wizard screen.

Mew Connection Wizard

Metwork Connection Type
What do you want bo do’?

() Connect to the Internet
Connect to the Intermet 2o vou can browse the ‘\Web and read email.

{(*)Connect to the network at my workplace

Connect to a buziness network, [using dial-up or WPM] 20 vou can work, from home,
a field office, ar another location.

() Set up an advanced connection

Connect directly to anather computer using your senal, parallel, or infrared port, or
zet up this computer =0 that ather computers can connect to it

[ < Back ” Mest > l[ Cancel ]

4. For Network Connection Type select Connect to the network at my
workplace and click Next.



MNew Connection Wizard

Metwork Connection
Howw do wou want to connect to the network at your workplace?

Create the following connection:

() Dial-up connection

Connect uzging a modem and a regular phone line ar an [ntegrated Services Digital
Metwark, [I1SDM] phone line.

(*)¥irtual Private Network connection

Connect to the netwark. uzing a wirtual private network, [WPN] connection over the
I nternet,

[ ¢ Back ” Hest > ][ Caricel

5. For Network Connection, choose Virtual Private Network connection
and click Next.

MNew Connection Wizard

Connection Hame
Specify a name for this connection to your workplace.

Type a name for this connechion in the following bos.

Company Hame

|NLI WPN|

For example, you could type the name of vour warkplace or the name of a server you
will connect ta.
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6. Type NU VPN in the Company Name field for the Connection Name
window and click Next.



Mew Connection Wizard

¥PH Server Selection
YWhat iz the name or address of the VPM gerver?
Type the hogt hame or Internet Pratocol [IF) address of the computer to which pou are
cohheching.

Hozt name ar [P address [for eRample, microsaft.com aor 1575407 1

wph-public. vpr.northwestem. edul

[ < Back ” Mest » ][ Cancel ]

7. Type in vpn-public.vpn.northwestern.edu for Host name on the
VPN Server Selection window and click Next.

Mew Connection Wizard

Connection Availability
Y'ou can make the new connection available to any user ar only b yourself,

A connection that iz created far pour use anly iz 2aved in your uger account and iz not
available unless you are logged on.

Create thiz connection far;

() My use anly

[ < Back ” Mest » ][ Cancel ]

8. Select Anyone’s use for Connection Availability and click Next.



MNew Connection Wizard

Completing the New Connection
@ Wizard

You have succezzfully completed the steps needed to
create the following connection:

NU VPN
* Share with all users of this computer

The connection will be saved in the Metwork,
Connections folder.

[#]iadd a shortcot b this connection to my deskbor

To create the connection and cloze this wizard, click Finigh,

[ ¢ Back ” Finizh l[ Cancel ]

9. Check Add a shortcut to this connection to my desktop
and click Finish.

Uszer name: ||

Pazzward: I

[™ Save thiz user name and password for the following users:

% bie anly

) frpone whouses this computer

LConnect I Cancel Properties Help

10. Click on Properties.



4 nu vpn Properties

General | Elptinnsl Securityl Netwurkingl .-’-'-.dvanu:edl

Hazt name ar P addrezs of destination [such az microsaft. com ar
157 54.01):

21

— Firgt connect

[™ Dial anather connection first;

Wwindows can first connect the public network, such as the
Internet, befare trying o establizh this virtual connection.

El

¥ Show icon in notification area when connected

o |
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11.  Click on the Security tab.

4 nu ¥vpn Properties

Generall Options ~ Security I Netwnrkingl .ﬁ.dvancedl

— Securty options
* Tppical [recommended sethngs}

"W alidate my identity az follows:

IHequire secured pazswaord

[ Autematically use my Windows logon name and
pazzward [and domain if any]

¥ Fequire data encipption [disconnect if none

" fdvanced [custom settings)

[lzing these settings requires a knowledae & etings |
af zecunty protacolz, 25NgE-.

[

IPSec Settings... |

o |
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12.  Click on IPSec Settings.




IPSec Settings

¥ Use pre-shared key for authentication

Eew: Jruif

Ok, I Cancel

13.  Check Use pre-shared key for authentication and type nuit for Key. Click

OK, and it will return back to Security tab window. Click on Networking tab.
Generall Elptinnsl Securty  Metworking |.-’-'-.u:|vanu:ed|
Type af YPH:
2TP IPSec”

Settings |

Thiz connection uzes the following items:

% Internet Pratocol [TCPAP]

Bl 305 Packet Scheduler

g File and Printer Sharing for Microgaft Metwarks
E’i Client for Microzoft Mebworks

Install... Urimztall Froperties

Dezcription

Tranzmizzion Control Protocaol/ ntermet Protocal. The default
wide area network, protocol that provides communication
acrogs diverse interconnected netwarks.

] I Canicel

14, Choose L2TP for Type of VPN and click OK.



User name:; |El|:"31 23

Pazzword: I---------l

[~ Save thiz uzer name and pazsword for the following uzers;

% he anly

£ frpone whouses this computer

LConnect I Cancel | Fropertiez | Help |

15.  The Connect NU VPN window will appear. For User name, type in your
Netld and for Password type in your Netld password. Click Connect to
establish the VPN connection. An icon will appear on the bottom right corner
of your screen next to the clock.

You have now successfully set up and configured your VPN connection.

Establishing a VPN Connection
On your desktop, double-click on the NU VPN icon. Provide your Netld and password
(see above instructions) and click on Connect. You will now be able to wirelessly access
the Internet.



