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Internet ntermediaries govern online life.Internet service providers
(1 SPs) and search engines are gart.i
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ers rely on search services to map the web for them and use ISPa¢otco

to one another. Economic sociologist Dds Stark has observed that

fisearch is the watchword of the information @gelSPs are often called

ficarrier® to reflect the parallel between their own services in the new

economy and transportation infrastructure. As the dominant search engine

in the Lhited States, Google frequently portrays its services as efficient,

scientific, and neutral met hods of or
Yet metaphors of transport and mapping obscure as much asethey r

veal. While everyone can understand the processoeing from one place

to another on a map, delivering bits and ranking websites is a far more

complex process. That complexity can often allowernet intermediaries

to conceal their met hods and operati ¢

secrecy about & websiteranking algorithm iswell-known® The Federal

Communications Commission (FC@und that another interediaryd

Comcast (the nationds | adgbecareditbr oadb:

network management practicedt took a dogged engineer and/@stica-

tive reporters months of sleuthing to provoke the agency to investigate.

enables the communication of imfeation from one party to another. On the basis of this idiefin

any provider of communications services (including telephone companies, cable companies, and Internet
service providers) qualify asti e r me d)i &his iArticte .foouses on the interdiary role of carriers

and search engines.

2 DAVID STARK, THE SENSE OFDISSONANCE ACCOUNTS OFWORTH IN ECONOMIC LIFE 1 (2009)
(AAmong t h éaformaionytechmaogies that are reshaping work and daily life, perhaps none
are more empowering than thew technologies of search.. Whereas the steam engine, the electrical
turbine, the internal combustion engine, and the jet engine propelled the industrial economy,nsearch e
gines power the information es@ my . 0 ) .

3 See, e.g.Richard WatersUnrestOv e r Googl eds, FE.eTovese July Flp20H0u | a

(APrompted by three complaints, the Eur atpgan Commi s
the first time that regulators have pried into the inner workings of the technology that lieearthef
Googl e. o). This article suggests that U.S. regul at

*In re Formal Complaint of Free Press and Public Knowledge Against Comcast Corporatien for S
cretly Degrading Peen-Peer Applications, 23 F.C.C.R. 130@®08) [hereinafteFCC Comcast Dé¢
sion] (mem. op. and order). The Court of Appeals for the D.C. Circuit later found that the Commission
|l acked Aauthority to regul at e naagne memtte rpnreatc ts ecrevsi. we
Corp.v. FCC,600 F.3d 642, 644 (D.C. Cir. 2010)fhe Commission has responded by initiatingoa N
tice of Inquiry that could presage a new agency classgitofi br oadband | nternet servi
give the Commission authority to regulate here. In the Matterarh&work for Broadband Internet
Service, GN Docket No. 1027 1 (June 17, 2010 available athttp://hraunfoss.fcc.gov/edocs_public/
attachmatch/FCQ0-114A1.pdf( This Notice begins an open, public process to consigeadequacy
of the current legaframework within which the G@mission promotes investment and innovation in,
and protects conswers of, broadband Internet servide) . This Article mhallenges
vestment o and fAinnovationodo concerns in FCC policyma
5 For a concrete examplof the type of investigation required to detect problematic network ma
agement practices, see Daniel RoftneDar k Lor d of Broadband Tries to
WIRED, Jan. 19, 2009, at 54available at http://www.wired.com/techbiz/people/magazine/17
02/ mf _brianroberts (Alt t ook [ a di-buegstslemhingfod Comcast
conclude that] Comcast appeared to be blockingsfil@ring applications by creating fake data packets
that interfered with trding sessions [because] [@tpackets were cleverly disguised to look as if they
were coming fromthese r , not the | SP. 0) .
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104:105 (201p Beyond Innovation and Competition

The average customer is not capable of detectiagy important forms of
problematic conduct by intermediaries. If intermediary misdact only
negatively affects third ptes, users have almost no incentive even to try to
detect it

Legal scholars and policymakers have recognized these problems, and
usually promote competition and innovation as their solufioHsa doni-
nant carrier or search engine is abusing itstipos marketoriented sch-
lars say, economic forces will usually solve the proiemd antitrust law
can step i n °¥bvep thosd whe favorahet neattality rules for
carriers are wargf applying them to other intermediari€sAll tend to a-
sume that the moréinnovatiord happens on the Internet, the more choices
users will have and the more efficient the market will bec8m¥et these
scholars have not paid enough attention tcthd of innovation that is best
for society, and whether ¢huncoordinated preferences of millions of web
users for lowcost convenience are likely to address the cultural and-polit
cal concerns that dominant intermediaries raise.

Part | of ths Article investigates the nesonomic threats that dem
nant intermediries pose, particularly in terms of privacy, reputation, and
democratic culture. Many of the threats traditionally associated with ISPs
are also posed by search engihesid vice vers& As the convergence of

5 For example, if a searcher is indifferent to a certain range of results that a search engine produces,
but the search engine unfairly discriminates amdmegranking of the results in that range, neither the
searcher nor the search engine has an incentive to stop the discrimination. In a world dhgatisfi
searchers, the possible range of results could be large for menmgsquMoreover, as search resuire
increasingly personalized, searcked entities have a less clear idea of whether their sites are actually
reaching searchers.

" Sednfra text accompanying note01

8 See, e.g.Douglas A. HassThe NeveiWasNeutral Net and Why Informed End Users Can End
the Network Neutrality Debate®2 BERKELEY TECH. L.J. 1565, 1569, 1622 8 ( 2007) (descri bin
inherent enforcement diffitti es i n preemptive or ex pdhettlitheutral it
of antitrust law).

o See, e.gDaniel F. Spulber & Christopher S. Yddandating Access to Telecom and the Internet:

The Hidden Side dfrinko, 107CoLUM. L. REV. 1822, 1904 (2007) (AJust as th
sources of network capity undercuts the justification for platform access on behalf of informatien se

vices, so too does competition between cable modem and DSL systems and the imminent emergence of

other broadband alternatives undercut the justification for imposingnetwerk t r al i ty . 0) .

10 see, e.g. Gigi Sohn, Another Red Herring PuB. KNOWLEDGE, June 5, 2006,
http://www. publicknowledge. org/ node/ 422 (di-[1]f we r
minate in favor of content, apphtions and services in whichely have a financial interest, should we
not require the same from search engines like Google, Yahoo and MSIi®o, because] while
Google and Yahoo may be the most popular search engines, there are many others to choose from, u
like the market for liwadband network providers.. 0 ) . | address the I imitatio
consumer perspective on the issue later in this Article.

1 See infraext accompanying note01

12 SeeNicholas P. Dickeson,What Makes the Internet So Special? And Why, Where, How, and by
Whom Should Its Content Be Regulated8 Hous. L. Rev. 61, 9091 (2009) (AThe pol i«
Google. . . represent a glaring example of corporate abuse of regulatory powésooglehas become
a crucial method of expression for anyone actively seekingsteminate information on the Internet.
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voice and data on commdipipe® (or wirelessconnections) accelerates,

the joint ventures of leading Internet companies will raise a new host of

concerns about privacy, culture, and power online. A troubling asymmetry

has developed: as dominant intermediaries gather more information about
users, usrs have less sense of exactly how life online is being ordered by

the carriers and search engines they rely on.

Part Il surveys the mainstream of communication and Internet sehola
ship addressing this asymmetry. Deregulationists claim that unstrerdi
ination or invasive surveillance will cost an entity custoeand to the
extent market power forecloses that exit option, antitrust law is remedy
enough? Were new concerns about intermediaries wholly economiadin n
ture, such assurances might be perseadilowever, as Part Ill shows, the
cultural, political, and privacy concerns raised by search engines aid carr
ers cannot be translated into traditional economic analy$isy raise que
tions about the type of society we want to livé ia holistic inquiy that
cannot be reduced to the methodological individualism of neoclassal ec
nomics*

Fortunately, the information asymmetry between users and carriers has
been addressed in some agency actions. The FCC has begun to enforce
finet neutrality via adjuwication in order to proscribe certain forms of-di
crimination by carriers: The Federal Trade Commission (FTC) has issued
guidance to search engines indicating that they need to clearly distinguish

Unfortunately, Google has takedvantage of this power to determine which Internet speakers are heard

by refusing to accept many sponsorechik s si mply because they fit Googl e
constituting 6advocacy against any individual, grou
has refused to host many political, religious, or socially critical advertisementlas\the websites to

which these advertisements link. Google has therebytieféy, if not actually, silenced a great deal of

I nternet speec h.RankPasmumignemetdoadiscriminatian €rthgip)es: Comme

cial Ethics for Carriersand Search Enging2008U. CHI. LEGAL F. 263, 264 (favoring both net neutra

ity and some forms of search neutrality); Andrew OdlyZketwork Neutrality, Search Neutrgl, and

the NeveiEnding Conflict Between Efficiency and Fairness in MarRe{dan 27, 2009),available at
http://ssrn.com/abstract=1095350 (fiShoul desomething

lymovetoadiffeent | evel . That | evel might become search n
13 Sednfra text accompanying notdd 4/ 115
“As James R. Hackney, Jr ., writes, Al Tl here is no
superiority of law and neoclassical economics. The hegemonyfdegal economic thought has come
to an end, and the fi el daMESR. Hadksep, RMUNDER CaVERWORR T S e | nt e

SCIENCE AMERICAN LEGAL-ECONOMIC THEORY AND THE QUEST FOROBJECTIVITY 166 (2007) As
behavioral economics increasingly embes insights from psychology, a general trend toward the unif
cation of the social sciences can be observed. For example, Robert Shiller has noted the urgency of a
ternative approaches in the disciplin&eelLouis Uchitelle, Two Americans Are Awarded N@ in
EconomicsN.Y. TIMES, Oct. 12, 2009at B1. Shiller asserts that the award of the Nobel Prize @ ec

nomics to Elinor Ostrom and Oliver Wil I[Ecoaamson @i s p
ics has been too isolated and too stuck orvibw that markets are efficient and sedfyulating. It has
der ai l ed ould thinking. o

15 seerCC Comcast Decisiggupranote5.
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between paid and unpaid resuftsWhile these are respeble first steps,
neither agency has fully committed to an agenda of net neutrality ohsearc
engine accountability More troublingly, neither appears to have the iastit
tional capacity to truly understand whether carriers or search engines are
defyingrelevant agency guidance or abandoning their own avowed business
prectices.

Where do we go from here? Public interest groups have made some
inroads in holding ISPs accountabénd will soon have no choice but to
confrontG o o g Hoeidaceé’ The sameobstacles to holding Google-a
countable(trade secret protection for its ordering algorithmmay also n-
terfere with network neutrality regulation. Like search engines, carriers
face an information overload problem, with spam, viruses, and- high
demand aplrations threatening to overwhelm theirtwerks® They are
likely to make key networknanagement practices as confidential as search
engine rankings, and trade secret protection has already bglegedein
other technological settings to block criticalview of questionable coop
rate kehavior®®

Part IV develops a regulatory response to these problems, focusing on
the current and growing asymmetry of information between intermediaries
and those trying to reach one another via the web. The first stepdtec-
countability is transparency. Key regulators at the FTC and FCC need to
fully understand how carriers manage networks and hawirthnt search

18 SeeDIV. OF ADVER. PRACTICES, FTC, RE: COMPLAINT REQUESTINGINVESTIGATION OF VARIOUS
INTERNET SEARCH ENGINE COMPANIES FORPAID PLACEMENT AND PAID INCLUSION PROGRAMS (June
27, 2002) available athttp://www.ftc.gov/os/closings/stafflcommercialalertletter.htm (FTC Response to
Commercial Alert);FTC DOT CoM DISCLOSURES INFORMATION ABOUT ONLINE ADVERTISING, (May
2000), available athttp://www.ftc.gov/bcp/edu/pubs/business/ecommerce/bus4lhedéinafterFTC,
DoT CoM DiscLOSURES; see alsoDiv. OF ADVER. PRACTICES FTC, RE COMMERCIAL ALERT
COMPLAINT REQUESTING INVESTIGATION OF VARIOUS INTERNET SEARCH ENGINE COMPANIES FOR
PAID PLACEMENT AND PAID INCLUSION PROGRAMS (June 27, 2002pgvailable athttp://www.ftc.gov/os/
closings/staff/commercialalertattatch.sh(FTC Letter to Search Engine Coanes).

17 SeeElectronic Privacy Informan Center (EPIC)Privacy? Proposed Google/DoubleClick Me
ger, http://epic.org/privacy/ftc/google/ (last visitddiar. 1, 201Q; see alsmote 183 and @compalying
text. Calls for regulation of search havedaly come from academics and programmé&se, e.gViva
R. Moffat, Regulating SearcitR2HARV. J.L. & TECH.4 7 5 , 488 (2009) (AProfessor |
led the charge in arguingfor.mor e i ntensi ve r egu Drake BemmeftSopping ear ch en
Google: With One Company Now the WaBdChief Gateway to Information, Some Critics Are Hatc
ing Ways to Fight Its InfluenceBosToN GLOBE, June 22, 2008, at Klavailable at
http://lwww.boston.com/bostonglobe/ideas/articles/2008/06/22/stopping_g | [&] nufniber of sclo-
lars and programmers have begun to argue that the company is acquiring too much power over our
livesd invading our privacy, shaping our preferences, and controlling how we learn about and unde
stand the world around us. 0) .

18 For theoretical perspectives on the problem of information overload, see Frank PaSomale,
right in an Era of Information OverloadsO VAND. L. REv. 135, 16972 ( 2007) (A[sAl ny bit
sion that signals something to one who wants exposure to it maytetmstoise to thousands of
others. o).

19 See infraext accompanying not&96 312
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engines map the web. Given legitimate needs for secrecy, this monitoring

need not be transparent todajlust to the relevant regaibrs charged with

maintaining the integrity of networks and search. Like the Foreigniintell

gence Surveillance Court developed in the national security contexi, mon

tors at the FCC and the FTC owould b
confidentiality with a public need for accountability. Developing such
monitoring is the first step toward assuring responsible Internet inteamedi

ries.

. THEPROBLEM OFUNACCOUNTABLE INTERMEDIARIES

Scholars have long recognized the political and calltpower of the
media in democratic societi&Elections have been won and lost based on
impressions of candidates generated on broadcast televiséoiin $Rations
have had extraordinary power over the careers of new recording artists.
Newspapers havdriven civic agendas.

Each of these old media still perform important functions tptay
their power is waning. Traditional journalism is in cridisSome fnancial
experts expect that reporting will be sustainable only if indoeved like a
charity or university? Broadcast media are in less serious financial trouble,
but find their political and cultural clout declining and their profit margins
threatened@ A secular trend toward narrowcasting hatemsified on the
web, as more individuals fake appointment television for tffiong taild
of online content! Though its role in some conservative political and rel

0 See, e.g.DORIS A. GRABER, MASS MEDIA AND AMERICAN POLITICS 206 (1980);DORIS A.
GRABER, PROCESSING THENEWS. HOW PEOPLE TAME THE INFORMATION TIDE 1i 2 (1993); THOMAS E.
PATTERSON OUT OFORDER 210 (1993); John R. Petrociampaigning and the Press: The Influence of
the Candidatesn Do THEMEDIA GOVERN? 181,184 85 (Shanto lyegar & Richard Reeves eds., 1997)
(discussing thagendasetting power of the media).

21 Bruce Ackerman & lan Ayred\ National Endowment for JournalisS®BUARDIAN, Feb. 13, 209,
http://lwww.guardian.co.ukbmmenitsfree/cifamerica/2009/feb/12/newspapergestigativejourn  al-
ismendowments/ print (AThe ¢t JacodWeisbeogtha New myidssVWhg per i s d
the Debate About Financing Journalism Misses the PRoi®LATE, Feb. 21, 2009,
http://www. sl ate. com/ i d/ 2i2clalne7n8t (odfe stchrei bnienwgs ptahpee rii sion

ZAl the News Thatodos Free to Print: Il's ,Charity
EcoNomisT, July 21, 2009available athttp://www.economist.com/businessfinance/displaystory.cfm?
story_id=14072274.

2 BoB GARFIELD, THE CHAOS SCENARIO 10 (2009) (arguing that traditional thirsecond ads and

other staples of the broadcast business model are i
we know it...f undament al | y d o oBmoadtast) TVFacEs Strugdie ta Stayd/iable
N.Y. TIMES, Feb. 28, 20009, at Al (ARatings over all for

it harder for them to justify their high prices for advertising. For the networks, the crisis is twofold:
culturaland financial . o).

24 CHRISANDERSON THELONGTAIL 18 (2006) (A[ W] ith onlime distrib:
tering a world ofabundance .)
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gious groups is as strong as e¥agdio generally has become less cultura
ly relevant as younger listeners turrdigital venuegor music®

All of these developments have coincided Withnd have in part been
caused b§ the rise of new media, which feature online video, text, and
music. New intermediaries organize and control access to these offerings.
Content providers aim to ket the top of Google Search or Google News
results?” Serviceslike iTunes, Hulu, and YouTube offer audio and video
content. Social networks are extending their reach into each of these
areas?® Cablebased ISPs like Comcast have their own relationshigs w
content providers.

When an Internet connection is dropped, or a search engine fails to
produce a result the searchHaerowsexists somewhere on the web, such
failures are obvious. However, most web experiences do not unfold in such
a binary, pasdail manner. An ISP or search engine can slow down the
speed or reduce the ranking of a website in ways that are very hard for users
to detect. Moreover, there are many points of control, or layers, of the
web*® Even when a user 6s oepitjseasy fermmye caus
blamed layer to shift responsibility to another entity.

Were carriers or search engines merely neutral infrastructure or maps,
such alterations of online experience might not be a concern of the law.
However, the new power of inteediaries over reputation and visibility

% Jim Puzzangher&emocrats Speak Out for Fairness DoctriheA. TIMES, July 23, 2007, at C1,
available athttp://www.c3.ucla.edu/newsstand/mediplashfor-reinstatemenof-the-fairnessdoctrine/
(discussing the power of conservative talk radio).

% SeePosting of Larry Johnson to Paragon Media Strategies, BiayAnnual Youth BRdio & New
Media Study: Not Much Mre Damage iPods Can Do to Radio TSL
http://lwww.paragonmediastrategies.com/theblog/?p=355#8Be(Sept. 17, 200822:28 ESTY fii Po d

ownership is practically univers@d5% of 182 4 year ol ds own an i Pod or porte
27 SeeDEBORAH FALLOWS & LEE RAINIE, PEW INTERNET& AM. LIFE PROJECT DATA MEMO: THE
POPULARITY AND IMPORTANCE OF SEARCH ENGINES 2 (Aug. 2004),

http:// www. pewinternet.org/ pdfs/ Pl P_Data_Memo_Searc
through 1.8 result pages during atgic s ear ¢ h. 0) FalsdGealesi Gonshireer Redrctioe
to Learning the Truth About How Search Engines Work: Results of an EthnographicGRindyMER
WEBWATCH, June 30, 2003, at &yailable athttp://www.consumerwebwatch.org/pdfs/falsecles.pé
(AThe majority of participants never trostedsedahd beyond
engines to present only the best or most accurate,
28 ALBERT-LASZLO BARABASI, LINKED: THE NEW SCIENCE OF NETWORKS 19 (2002) (describing
the exponentially increasing value of nodes in a network as it encompasses more participants).
29 ROBERT W. MCCHESNEY, RICH MEDIA, POOR DEMOCRACY: COMMUNICATION POLITICS IN

Duslous TIMES 123 (2000) (describing how convergerzd digital technoitogy #dAelir
tional distinctions between media and communication;
30 JONATHAN ZITTRAIN, THE FUTURE OF THEINTERNETS AND HOW TO STOPIT 67 (2008) (desch-

ing a physical l ayer, thehfndat aalwi Wirdd owr 0aianwape
fAipmreesenting the tasks people might want ta@ perform
tual information exchanged among the netviertk us er s; 6 and a soci al l ayer, i
interactonsmong people are enabled by the technologies un
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implicates several traditional concerns of the American legal sy$tSee-

tion A describes the power of intermediaries not only to monitor and track
what users do, but also to generate reputations based on tihat\Waile
extant employment and credit reporting law regulates some entities which
generate and rely on background checks, no similar restrictions apply to
many sources of online dafaSection B shows how the power of interm
diaries affects the othercssie of t he web equation: Uus e
world. While older communications law and policy addressed this issue in
many ways, Internet intermediaries are presembtiyndonly by weak and
inadequate enforcement of consumer protection and falsetiathg sk-

tutes.

A. The New Panopticon

As Google gains market sh&fét has become a de facto lawmaker for
many aspects of life on the InterdétGoogle aspires to amass a coaipr
hensivefidatabase of intention®f its users, many of whom havepeessed
concerns about the misuse of such datBut these welpublicized anxe-
ties overlook two important lessons of the privacy anterimediaries story.

First, ISPs pose at least as great a threat to privacy as Google does, as they
have the opportunity to dect data not just on searches, butadintheir us-
ersoé ti me?* Betond, prigacyviteelb has faded in importance in

31 vochai BenklerCommunications Infrastructure Regulation and the Distribution of Control over
Content 22 TELECOMM. PoLOr 183 185 86 (1998) (describing the power of intermediaries overrinfo
mai on fl ow: #Atechnology, i nsti t won.o detetminé.rwhmewor k, ar
can produce information, and who may or must consume, what type of information, under what cond
tions, and t o eupranoteleat6di @lddiscussing sGnoetot thee functions of tectm
gical intermediaries, including their control of information flow from suppliers to consumers).
32 Robert Sprague&oogling Job Applicants: Incorporating Persarinformation into Hiring De&
sions 23LAB. LAw. 19, 38 (2007) (stating that Internet searches allow prospective employessaie di
er candidate information that would be lpifuited through traditional psereening mediums); Robert
SpragueRethinking Ifiormation Privacy in an Age of Online Transparen2y HOFSTRALAB. & EMP.
L.J. 395, 399 (2008) (stating that the Internet provides a usdtednative to traditional psereening
techniques which are restricted by various laws); Thomas F. Holt, Jr. & MaPomfret,Finding the
Right Fit: The Latest Tool for Employ@METRO. CORP. COUNS,, Nov. 2006, at 29 (deussing the legal
implications of using Internet searches as a tool for screening job applicants).
33 Randall StrosskEveryone Loves Google, Untilt 6 s . TNoYoTIMBY, Feb. 21, 2009, at BU3
noting that Googl e asbeé@nmeceldtating . [s0lthatit aBow ges]i 72 Eercdmta v e
f the United States market, versus 17.9 percent fo
34 See, e.g.Greg LastowkaG 0 0 s ILay673BROOK. L. REV. 1327, 1410 (2©808) (fGoc
rently occupies a central role in online commerce and information retéieyal
35 JoHN BATTELLE, THE SEARCH. HOW GOOGLE AND ITS RIVALS REWROTE THE RULES OF
BUSINESS ANDTRANSFORMEDOUR CULTURE4 (200§ (descri bing the companyés ef

(
0

[d]atabase of Intg i ons i n a commerci al manner o) .

36 paul Ohm,The Rise and Fall of Invasive ISP Surveillan2@09 U.ILL. L. REv. 1417,1420(ar-

guing that #fAnothing inos@ocieotacxypased haes | $rPav emod telvr
ffan | SP can always access even more [ peahesnynal infor

point on the network that sits between a user and the rest of the Interngsb] a user cannot sayy-
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comparison with reputatioti. A critical mass of doctrine in intellectual
property and privacy law (along with established pasterhconsumer é&-
havior) has freed up a variety of previously unreachablenrdton. As a
consequence | aw now must concern itself n o
cumulation or flow, but with what results from that information: thekfan
ings, recommendatian or ratings erived from it®

Rumors about a pers@énsexual experiences, health status, ina@mp
tence, or nastiness can percolate in blogs and message boards for years.
Search engines can then increase the salience of such information, making a
single nistake or scandal the dominant image of a person ofilif&en
more chillingly, the subject of such innuendo may never know its influence
on important decisionmakers. While many web users assume thatithey u
derstand how the results generated by theirenanbusiness appear gene
ally, we are really only aware of how such results are presented to us
individually. Personalization permits search engines to present custom
tailored results bd&sed on usersdé past

In order to understand the dangeusts automated reputation creation
poses, consider each of the scenarios below:

(1) Imagine applying for a job, wanting to be sure to give the right i
pression. A diligent selfgoogler, you think you know everything there is
out there on the web about yollothing sticks out in the first fifteen or so
pages of resultS. But there is someone with a name identical to yours who
has a terrible reputation. When the human resources department queries

thing to Google without saying it first to his | SPO
data, see Jonathan Zittrainternet Points of Controd4B.C.L.REv.6 53, 657 (2003) (AThus
think of typical movement of data on tleternet as having five distinct phases. It begins at (1) a
source, passes through (2) the source ISP, continues through transit and/or peering through (3) the cloud,
is handled by (4) the destination | SP and then arri:
37 se generallyDANIEL J. SOLOVE, THE FUTURE OF REPUTATION: GOSSIR RUMOR, AND PRIVACY
ON THEINTERNET (2007) (plaing reputational effects at the center of privacy concerns).
38 Jonathan ZittrainPrivacy 2.Q 2008U. CHI. LEGAL F. 65, 81 84 (describing poweof interme-
daries to enable new forms of reputation creation b
public at | argeod).

39MichaeIZimmer,Privacy on Pl anet Googl e: Usingathe Theor
rify the Privacy Threats dbo o g IQae8tdor the Perfect Search Engiel.Bus. & TECH. L. 109, 120
(2008) (Alt is no |l onger acceptable to hide behind

when utilizing the tools that make up the perfect search engine, or thatdheation shared is simply
the same as that provided in other informaioe e ki ng scenari os. 0) .

40 Rahul Telang et alAn Empirical Analysis of Internet Search Engine Ch@bgDarden Graat
ate Sch. of Bus. Admin., Univ. of Va., Working Paper No.-083 2001), available at
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=412782 (finding the effect of loyalty is small when
users use engines for Asi mpl. édecameahigbhhsigdificamtuvhent hat fAl o
the users startusingpemsa | i zed featureso).

“TNote that even these fivanity searcheso may creat
Soghoian,The Problem of Anonymous Vanity Searci3dgS: J.L. & PoL8r FORINFO. Socdr 299, 302
(2007) (noting that the Electronic Fronttroundat i on advi sed fAnevee to searc
selfo because such a search potentially compromises
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Google with your name, that is the first set of resultediss They havepe
timized their background check to focus on keywords filkeesd and fias-
saultp you have not trained your own search engine to focus on such
keywords. You are never given a reason for being turned down for the job,
but instead receiventy a brief form letter.

(2) In a variation on the first scenario, imagine you had &roatcy or
foreclosure twenty years agdt has been wiped off your credit reportsit
data miners put a record of the bankruptcy online, seeking to atiresst
who might be interested in purchasiagnore completereportaboutyou.

After the data miners hire search engine optimizers to increase thé prom
nence of their sites, this record becomes theifinsking result in searches
for your name. A digital scarlégtter removed from credigport®d which
potential creditors, landlords, and employers had to pay inow freely
available for anyone on the web to inspect.

(3) Next, imagine there are thousands of results about you or people
with names similar to yas, and you never see the record of thekhat-
cy. But when you apply for a job, the Human Resources department has
fipersonalized its results to assure that the most damaging information
available about a person comes up firétu would also have tovail your-
self of this sort of personalizing software to be fully aware of all thaneg
tive information such personalized searches genekaetrade secrecy and
exclusive licensing deals prevent you fromeeaccessing an exactplie
cad or even a close tsimiled of the searches used by the educatars, e
ployers, landlords, bankers, and others making vital decisions about your
future.

(4) Finally, back to a more pedestrian scenario: You are an attorney
ratedfimediocr® by a lawyerrating site. When you agke siteto disclose
the data the rating is based,dbrefuses. It also will not disclose theem
thodology it uses to compile the data into a single score of your advocacy
abilities. If you sue, the comparwill assertthat the First Amendment
cloaks t with an absolute immunity to accoabtlity.*

As the scenarios above become more comnmaiyiduak may rea-
sonablyfear that a crucial decisien about their opportunities afeeing
made on the basis of misunderstandiaganunfair and unbalanced iort
mation environment. Automated search systems can eadilye a can-
plex person to one trait, fact, or recowdthout the reductionism ever being

2 SeeBrowne v. Awvo, Inc., 525 F. Supp. 2d 1249, 1251 (W.D. Wash. 2007) (dismissing lawsuit
againg laywerratingsitekAvv o because fithe opinions .exgpabeessed t hroc
lutely protected by t heSayhelogaAvwA MibatheriveurLikedltjor NotCl i f f Tu
9LAaw.J.4, 9 (2007) (st at idetegninedbgd seclevalgorihdfhat istherev® ar e

Rating? http://www.avvo.com/support/avvo_rating (last visitelér. 2, 2010 ( AiThe Avvo Rati ng
based on all of the background information in a | aw
weigh this information. o).
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disclosed Rumor and innuendo circulating online @so indiscriminately
harm the mnocent®

Reasonablendividuals can differ about the degree to which such
harms are deserved and how much autonomy intermediaries should have in
gathering data and presenting results. However, there should be some basic
protections for those affected by the new automatedtagion creation.
We can better understand the contours of such protections by articulating
the harms involved in each scenario.

The first scenario above is a simple case of mistaken identity, and pr
sumably expedients like social security number matctvould prevent it?
Yet the possibility of online mistaken identity cannot be dismissed as an
idle worry, in part because the present law surrounding applicakt bac
ground checks using information from regulated entities may create-ince
tives for such gick and furtive peeks onlirfé.Like thefishoot, shoveland
shut up response to the Endangered Species*Attte quick and dirty
Google search may become a primary mode of evading the strictures that
the Fair Credit Reporting Act imposes on backgrounecks using credit

43 Danielle Keats CitronCyber Civil Rights89B.U. L. Rev. 61, 71 (2009)f [ A] t t ac&ers send
maging statements about victims to their employers and manipulate search engines to reprodudce the d
maging statements and pictures fort her s to see, creating digital o}
reputt i 0 nsee alsPSQLOVE, supranote37, at2 03 (AWi th the use of search
employers can conduct amateur background checks without @@ protections [for potentialne
ployees] . o).

a4 Many states have laws providing that employees and former employees have a right to inspect
files that the employer holds on theree, e.g.CAL. LAB. CODE § 1198.5 (West2003) CONN. GEN.
STAT. §31-128a(2003); ME. REV. STAT. ANN. tit. 26, §631 (200); MASS. GEN. LAWS ch. 149, §2C
(20) . Depending on the state |l aw, #Afiledo nmay incl uc
dividual 6s empl oyment, promot i o,nincludingimpoen® sases i 0 n , tr
emails and faxes. Records of criminal investigations and letters of reference are often excluded from the
disclosuréaccess requiremensee, e.gCAL. LAB. CODE § 1198.5.

45 SeeGaye BundersorPeering into the Past. ., IDAHO Bus. REv., Mar. 24, 2008available at
http://www.idahobusiness.net/archive.htm/2008/3/24/Peénitigthepast ( A T h e cost of not h
background checks is a higher consequence to the bottom line than paying a small fee for a background

check . . . .Employers can be held financially and criminally liable for the actions of an emplogee. E
tablishing a preemployment screening program caotpe ct an empl oyer agnai nst pot e
ternal quotation marks omitted)see alsoDonald CarringtonDavis, My Space | sndt Your S

Expanding the Fair Credit Reporting Act toxdtire Accountability and Fairness in Employer Searches
of Online $cial Networking Servicesl6 KaN. J.L. & PuB. PoLdr 2 3 7, 239 (2007) (AMany ¢
consider searching a caddtgs MySpace or Facebook profile an inexpensive and convenient peek into
the candidat®s life and character. Untiecently. . . online social networking users remainedeally
unaware of the fact that many employers were rejecting them becauseeathisg the employer found
on their MySpacepf i | e. 0 (footnotes omitted)).
* For a description of this lawvading responsesee Mollie Lee Environmental Economics: A
Market Failure Approach to the Commerce Claus&6 YALE L.J. 456, 491 (2006) (disceig inca-
tives to eliminate endangered animals instead of submitting to legal requirements to report on and avoid
harming them).
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report$’d unless some version of that law is imposediraportant dec
sionmakers which utilizesearchengines to conduct interabased bdc
ground check®

The second scenafioinvolving bankruptcy and foreclosuies a va-
iation of the fist, thoughthis time the information is accurate. The third
situation intensifies the harm experienced in the second and comes close to
the core of my concerns in this Article. It is one thing to be judgethe
basis ofa fault you know aboultt is a different experience altogether to
have no idea what the basisaafiegative judgment i8. While such a pro-
lem might seem unlikely now, personalized search technology mgkes i
norance of personally damaging information increasingly possible in the
future As a person uses a search engine, he gradually trains it to prioritize
certain types of results and deprioritize ottiérJhis translation of bedx

a7 Spraguesupranote32, at 30 (AUnder the FCRAcantiewringoyer s
if a report is to be obtained [from a crediporting agency], and employers must notify an applicant if a

mu s

credit report is used in making an adverse decision 0id.at 36 (fiDue to tnke restric

ployers in investigatig the background of applicants, it is no wonder they have turned to the Internet to
investigate prospective emgiloe s . 0 ) .

* Fora proposal along these lines, Beank Pasqual&oward a Fair Reputation Reporting Aat
PRIVACY, FREE SPEECH AND THE INTERNET (Martha Nussbaum & Saul Levmore eds., forthcoming
2010). For a European precedesgeWilliam McGeveran,Finnish Employers Cannot Google Appl
cants INFO/LAW, http://blogs.law.harvard.edu/infolaw/2006/11/15/finr&shployerscannotgoogle
applicans ( Nov . 1TBe, coufitry BirBply bansiemployers from googling [sic] applicants.

The new rule, issued fyi nl andds Dat a P, rrepesensits aficial Otenpretation ofa n
the statut or yActbratimedomaimn ofdfivacy in orlding Lifed &&ge alsoCouncil

Directive 95/46, On the Protection of Individuals with Regard to the Processing of Peratznah® on

the Free Movement of Such Data, 1995 O.J. (L )2&L (EC), available at http://eur
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTMB]n the protection of
individuals with regard to the processing of personal data and on the free movement efasucha ) .

This prohibitonispart of a | arger genus of | aw ces Séehe EU

k noc

PaulM. SchwartZBeyond Lessigbés Code for Internet Privacy: (

Fair Information Practices2000Wis. L. REv. 743, 776 (describing ¢hdevelopment of fair information
practices law).
4% Daniel J. SolovePrivacy and Power: Computer Databases and Metaphors for Information Pr

vacy, 53STAN. L. REV.1 3 9 3, 1393 (2001) (applying Kafikhés work

problem [as] tk powerlessness, vulnerability, and dehumanization created by the assembly of dossiers
of personal information where individuals lack any meaningful form of participation in the collection

and use of their informationo).
50 with personalized search, a ega engine can use artificial intelligence and other methods to
gradual | y # kreoatiikelpwant lgieeh their pagtarn of responses to past results. For exa

ple, if a user habitually searches for recipes, the search engine may weigh foatbsitdseavily than

other sites when confronted with an ambiguous term
confection or to the rock band Cake). Such a sensi
trouble of typing in longeresr ms | i ke fAcake foodo or ficake cooking.

likes rock music might see the band first; a devoted chef might see recipeSéestames Pitkow, et
al., Personalized Search: A Contextual Computing Approach May Prove a BreakthioiRersom-
lized Search Efficiengyt5 Comm. oF ACM 50, 50 (2002) (discussing methods of personalizing search
systems); Elinor Mills, Google Automates Personalized Sear€@NET News, June 28, 2005,
http://lwww.news.com/Googlautomategersonalizeesearchi2100:1032_35766899.html (reporting
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vior into afidatabase of intentiodshelps searchers a great deal, but can
create uncertainty and anxiefgr a person who becomes the object ¢f ot

er s 6 s'eVdhiledhef@nsestigative consumer repodt CRs) generta

ed by credit reporting agencies are subject to several stri€tures,
personalized searches are not regulated in the United States. Again, th
regulatory framework swunding extant background checks may unfairly
induce the use of informal digital methods that increase the chance of m
srecognition and reductionisth.

One version oftte fourth scenaribas already generated a good deal of
controversy** The companyAvvo aspiresto rate all licensed attorneys
within the states it covefs. The service is designed to help consumers
choose a lawysrby providing information abouhem® Each licensedta
torney has a profile on the site originallyeated by Avvo that can bgu
dated with detailed information after it is claimed by the attorney using an
identity verification systeni’

t hat Go o g lamewivérsion of itstpersbnalized search that monitors previous searches to refine
future.resultso)

5 Fora prescient examination of objectification resulting from reductionism here, see Jotie E.
hen,Examined Lives: Informational Privacy and the Subject as ObfSTAN. L. REV. 1373, 1377
( 2 0 0©uy cor{céptions of property, choice, and information reinforce one anotiter, all of them,

individuals are treated as the natural and appropri
taxonomies, and otherso6 speech. 0) .
%2 |CRs are

dossiers on consumers that include information on character, reputation, petrsoaateristics,
and mode of living. ICRs are compiled from personal interviews with persons who knowthe co
sumer. Since ICRs include especially sensitive information, the FCRA affords greater protections
for them. For instance, within three days efuesting an ICR, the requestor must inform the co
sumer that an ICR is being compiled. The consumer also can request a statement explaining the
nature and scope of thevestigation underlying the ICR.
Electronic Privacy Information Centefhe Fair Credit Reporting Act (FCRA) and the Privacy of Your
Credit Reporthttp://epic.org/privacy/fcra (last visitédar. 11, 2019,
53 For a fuller description of the harm of reductionism, see Frank Pasfaaikings, Reductiism,
and Responsibility54 CLEv. ST. L. Rev. 115 (2006) (discussing the negative impact of partial g mi
|l eading results in distortinghbettarcherso i mpression.
54 see John Cook, Respected Lawyer Wants Rating Site Avvo C|osSSEATTLE POST-
INTELLIGENCER, June 122007, at Blavailable athttp://www.seattlepi.com/business/319410_avvol2
.html( A St eve Ber manknown olassactoh attoriegs inbthee scountry, said. 6 [ y] ou
have consumers who are going to be making decisions about whether ohinetadawyer based on a
rating system that is ampletely deceptive. .. It is not reliable. It is not based on any valid criteria.
And, in fact, the publisher of this site should kno:
%5 1d. Avvo.com claims to be adaj more states all the time. The service currently covers twenty
three states and the District of Columbia. Current State Coweratierney Directory,
http://lwww.avvo.com/about_avvo/current_states (last viditad 11, 201].
56 Lawyer Search, http:/Mw.avvo.com/finda-lawyer (last visitedviar. 11, 201Q.

5 For Lawyers, http://www.avvo.com/lawyenarketing (last visitedar. 11, 2010).
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The right to claim the profile is a classic example of Web 2.0 business
models® Attorneys listed on the site ignotbe profile at their peril, and
those <critical of Avvaeblisndprboyj etchhe apreo
very existenc& To the extent that critics tefitheir side of the stofyon
the profile, they are buildi skeup Avyv
Tom Sawyer, inviting others tipaint the fence by adding to the store of
data that increases its authority and comprehensivéhess.

Disgruntled attorneys filed a class action suit against Avwo oma co
sumer protection theory, alleging that Aviiourports to be objective when
it is not, and is subject to manipulatiot. Moreover, the plaintiffs argued
the site was inconsistent, inaccurate, and bi&séekhe court granted ¥
vobds motion to difpmiosssexpredsanlthdough the t hat
rating system . . are absolutely protected by the First Amendn@&htThe
court posited that the site did not deceive consumers becaiisattins
numerous reminders that the Avvo rating system is subjeztyeerating
unfalsifiableopiniors rather tha fact that can be proven untrtfe

In past work | have critiqued thAvwoo pi ni onds met hod
Amendment analysfS. If applied to general purpose search engines, it
threatens tdiLochnerizé the field. Fortunately, more nuanced analysis has

%8 Brandon Brown,Fortifying the Safe Harbors: Reevaluating the DMCA in a Web 2.0 World
23 BERKELEY TECH. L.J. 437,437 (2008) (defining Web 2.0 business models as websites that are based
on and acourage usegenerated content).
59Compar e the pressure to ficlaimo oneod6s Avvo profi
tor their Facebook pageSeeClive ThompsonBrave New World of Digital Intimagy.Y. TIMES, Sep.
7, 2008, at MM42 (fAAhan knows that she cannot si mpl

people she knows online wondédt stop talking about he

on Facebook just to monitor whatdés being said about
80 j0sh QuittnerThe FlickrFounders TIME, Apr. 30, 2006available athttp://www.time.com/time/

magazine/article/0,9171,1186931,00.himh Tom Sawyer got it ri ghtn. Why pa

get your friends to do it for you for free? He would have been the perfeateelim mogul. Spending
time and money creating content on the Internet is so hopelessly dated, so dotcom, so very, very 1.0.
The secret of today 0 ses:buidacpaee shhtwatract¥\jeebple Bgoedagingo mp a n i
them to create the contént her eby dr awing even more people in to c
61 Class ActionComplaintat 9 71 Browne v.Awvo, Inc., 525 F. Supp. 2d 1249 (W.D. Wash. 2007)
(No. CO7092(RSL), 2007 WL 1752392
52 SeeAvvq 525 F. Supp. 2dt1252.
53 1d. at 1251.
64 1d. at 1252.
5 SeeOren Bracha & Frank Pasqualeederal Search Commissi®nAccess, Fairness, andcA
countability in the Law of Searc®3 CORNELL L. REv. 1149, 11892008) (criticizing cases likeAvvo
for fAextend[ing] First Amendment protection to new
na | e seé alsd-rank Pasqualéysterisk Revisited: Debating a Right of Reply on Search Re8ults
Bus. & TECH. L. 61, 72 (208) (casting doubt on the degree to which organizers of information should
be granted the First Amendment protectiom- Aito the
t e ct PAVR NUNzIATO, VIRTUAL FREEDOM NET NEUTRALITY AND FREE SPEECH ONLINE 150
(2009) (ACongress can constitutionally regulate don
that they provide accessto.c ont ent |[from 6di verse and antagoni sti c
they provide meaningfulcaess to suchcoatnt . 0 ) .
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informed the development of many physicrating sites, which have been
pressured to act more responsibly by doctors and regutatéisysc i an s 6
efforts may set the tone for reputation regulation in employmasrance,

and credit generally. Their demarfds open inspection of criteria and data
used in doctor ratings produced by insurers helped inspire dhegals for
qualified transparency deloped below.

B. Hidden Persuaders

The role of the media influencing politics is welknown® Despite
the pover of carriers to influence the content their customers receive, their
potential for bias has not come to the fore until relatively recently. In one
notorious exampléyerizon Wireless decidetb blockspeech fronthe Na-
tional Abortion Rights Action Leagy by refusing toe carry
message program on its netwétkVerizon reversed itself in this case only
after a media firestoriii,but it still keeps in place the policy that allows it
to censor? While its direct blocking of a controversialayp stirred media
attention, subtler forms of degradation or slowing of disfavored content
might evade general detectifn.

% See, e.g.Office of the Atly Gen Healthcare IndusTaskforceSt at e of N. Y. Office o
Gen, DoctorRanking Programshttp://www.oag.state.ny.us/bureaus/health_care/HIT2/doctor_ranking
.html (last visitedViar. 11, 2019 ( A | ne [ReQvOrark] Attbrhey General commenced an industry
wideinvestg at i on i nt o-ranking pragramss. 0 Thel[Office af the Attorney General] has
settled with eight health insance companies so far, instituting model reforms to ensure thatiking
programs are based on arte and transparent measur@[sjnd moni t ored for compli anc
57 See, e.g.C. EDWIN BAKER, MEDIA, MARKETS, AND DEMOCRACY (2002); C. Edwin BakeIGiv-
ing the Audience What It Wan&8 OHIo ST. L.J. 311, 408 (1997) (deribing the power of mass media
to shape political consciousness and warning that f
media ownership into the hands aof. megamedia giants creates the danger that these few owners will
guide developmertf political...pr ef er ences al ong their prefeerred 1| in
dia eliminated the Dixie Chicks from its playlists after the bandccréd President Bush, and Sinclair
Broadcast Group hel ped pr omothee2004 presidefiti@lwacd. tJerfoat 0 c o
Kang, Race.Net Neutrality6 J. ON TELECOMM. & HIGH TECH. L. 1, 10 (2007); Jim Rutenbergroad-
cast Group to Prempt Programs for Anerry Film, N.Y. TIMES, Oct. 11, 2004, at A1Qvailable at
http://lwww.nytimes.com/204/10/11/politics/campaign/11film.html?_r=1.
8 Adam Liptak,Verizon Blocks Messages of Abortion Rights Grduly. TIMES, Sept. 27, 2007, at
Al (AText messagi ngangsixdigtshomoded aesagabulay way fo regepe u
datesonnews sports, weather and entertainment. o).
8 SeeJack M. Balkin,Media Access: A Question of Desjigfé GEO. WASH. L. REv. 933, 933
(2008) (describing how Verizon eventually fAbacked d
& Jeffrey RosenNet CemeteryComcast, the Biggest Threat to Fr8peech Since NixpiNEwW
REPUBLIC, Oct. 12, 2009, at 1@vailable athttp://www.tnr.com/article/net e met ery ( AWhen acti

objected to the decision, Veri zonorsiaed ndt eidtd6 wgoruoludp sh | «
later apologized forthevehl e me s s, bl aming the initial géecision o
less, it kept the policy inplader eser vi ng the right to censor any cont
seen as controversial or unsavory.o60) .

" Felix  Stalder, Analysis  \ithout  Analysis Mutg, July 28, 2008,
http:// www. metamute.org/ en/content/ anal ysies_without
tween the service providevgho have a tangible incentive to expand their manipulative capacities and
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Given that most consumers have only one or two options, if any, for
broadband connectivity, network providers can easily use seevices to
subtly advance their own political or cultural agendas without much fear of
losing customerg&. Commenting on the FG@&gulated broadcasters, Jerry
Kang notes that concentrated ownersippompted the broadcast networks
to remain silent abouhe digital TV spectrum that was giveratis to cu-
rent television broadcast licensesansbillions of dollars in auction pa
mentso™ Moreover, as C. Edwin Baker has argued, the market itself cannot
be counted on to deliver socially optimal coveragepalitical news and
current events.

Carriers that aggressively monetize their networks may squeeze out
disfavored content providers. Carriers are under increasing commercial
pressure to develop revenue streams by leveraging their intermediary role.
They may merge with content providers or justugt preferred access to
their business partners. Application and content providers frozen out of
such deals worry that they will face a payplay regime in the absence of
network neutrality rule§. Many inte medi ari es both bring
content to users and sell or monetize their own offeringhiey have every

the average usera,h o wi | | barely notice whatés going on, sin
out . 0) . For a concrete example of the type of inve
agement practices, see Daniel Roftne Dark Lord of Broadband Teis t o Fi x Comcastds
WIRED, Jan. 19, 2009, at 54available at http://www.wired.com/techbiz/people/magazine/17

02/ mf _brianroberts (fAlt took [ a di-bugtsleutingfiod Comcast
conclude that] Comcast appeared toblcking file-sharing applications by creating fake data packets

that interfered with trading sessions [because] [tlhe packets were cleverly disguised to look as if they

were coming from t hButsesSeven MusilpGooglé Rrepping Bfedbang .

Monitoring Tools CNET NEws BLOG, http://news.cnet.com/83a10784_399689727.html (June 15,

2008, 9:50 PDT) (reporting that Google is now developing tools to make this mmupigasier).

2 Network Neutrality: Competition, Innovation, and Nondisinatory Access: Hearing Before the
Taskforce on Telecom and Antitrust, H. Comm. on the Judjci@8th Cong. 45 (2006) (statement of
Ti mot hy Wu, Professor of Law, Columbia Liaety4 School)
four percent of Amedans have either zero, one, or dywo choice:c
these figures are subject to contestation, in part because of one of the problems addressed in this article:
trade secrecy protections for data submitted by companies to e $&Benjamin W. Camer,6 T h e
Nation's Broadband Success iStp 6 : The S e cBroadbgnd lofrastru¢iu@eC Statistics
31HASTINGS CoMM. & ENT L.J. 339, 340, 347 (2009) (discussing taek of transparencfi o f nt he i
formation that the FCC compiles @€ announcing its broadband deployment stat&tinsoming data
supplied by private telecommunications gmenmpanies, 0
statisticso).

s Kang,supranote67, at 10

™ SeeC. Edwin BakerMedia Concentration: Giving Up on Democra&AFLA. L. REv. 839, 876
77 (2002) (documenting the negative effect of market pressures on political coverage).

“For exampl e, the Future of Mu s inerneCpayola (willi on  wor ri
emerge, with large Internet content providers striking business deals with the dominant Internet service
providers. o Jenny T&o. mmdigtRock RédwolutidnaFaeled By Net bleutsalit O p
THE HILL, June 13, 2006, &8.

®sever al intermediaries are engaged in multiple b
cable monopoly in 40 of the top 50 markets[,] the third largest phone company in the U.S., ted
largest provider of broadband internet to homeh wearly 15 million customers .. @rooke Glal-
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incentive to privilegeficontent source partnérsvho share a cut of their
profits or offer other consideratich.

From a purely economic pergpize, it is difficult to criticize theseet
velopments. Vertical integration permits companies at diftele@yers of
the Internet to adevelop mutually beneficial product configurations.r-Pe
haps big content provider sdbthemdor t ner s |
maximize sales. Consumers may be happier if, instead of dealing with a
fragmented entertainment landscape, they have more of a store of common
reference$® But we rightly object to a communications industry that can
systematically disadvantaglee work of content providers unwilling ta-e
gage in constraining business alliances or subtle pa&ydfreover, letting
a small group of corporate actors profit excessively from broadband prov
sion would convert an infrastructural asset into a pardsititeneck.

The political consequences of untrammeled carrier power over ne
works are also disturbing. Bill D. Herman has catalogued a number of e
amples of content and application blockifigi-or example, during a bitter
labor dispute, the Canadian darrTelus blocked access to a unionbwe
ste®*and AT&T censored the -Bustclkics®r oup P
Though media pressure led each company to pledge to reforehésidr
in the futuré®® no governmental institution has monitored such cammi
ment closely.

Extant incidents involving carriers blocking access to content ttsey di
approve of and applications that compete with their own proprietaricser
es have attracted the attention of a vocal activist commtnitwhile

stone, The Die Is Cast(NPR On the Mediaradio interview broadcadteb. 20, 200p available at
http://www.onthemedia.org/transcripts/2009/02/20/02rh&es in part to enhance demand for its own
contentofferings, Comcast temporarily blocked BitTent, a file sharing servicdd.
"7 Susan P. Crawfordyetwork Rules70 LAw & CONTEMP. PROBS 51, 64 65 (2007) (discussing
both technological and market pressures forie@rtntegration of content and canit).
8 GREGG EASTERBROOK THE PROGRESSPARADOX, at x\i xvi (2003) (discussing the correlation
between increasing consumer choice and stagnant or declining perceptions-ledimgelin advanced
industrial societies)BARRY SCHWARTZ, THE PARADOX OF CHOICE: WHY MORE IS LESS20i 24 (2004)
(di scussing cognitive psychologyds documenting cost.
® Bill D. Herman, Opening Bottlenecks: On Behalf of Mandated Network NeutreBi@yFeD.
ComM. L.J. 103, 11923 (2006) (discussing instances of tkisd of discrimination). Some telephone
companies have scuttled service directed to competitors Vonage and 8kygiel20 & n.93.
80 Seed. at 122.
8 4.
82 1d.; Nate AndersonPearl Jam Censored by AT&T, Calls for a Neutddllet ARS TECHNICA,
Aug. 9, 2007, http://arstechnica.com/news.ars/post/2007086&rtjam-censoreeby-att-calls-for-a-
neutratnet.html
8 GilKaufman AT &T Admits It Edited , WEVNEvwssAug 13680701 e Pear |

http://lwww.mtv.com/news/articles/1566946/20070818/pr | _j am. j ht ml (fAdlt s not o
litical comments in webcasts.6 AT&T spokeswoman..diUhfanyuiNetsl paidt
happened in the past in a handful of cases. We hav

84 See, eg Tim Karr, Seven Reasons: Why We Need Net Neutrality , Now
SAVETHEINTERNET.COM Aug. 3, 2009, http://www.savetheinternet.com/blog/09/08/03/seven
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carriers try to trivialize ezh incident individually, the pattern suggests a
willingness to tilt the digital playing fiel®f. Public interest groups like Free
Press and Public Knowledge have organized protests against distamn
treatment of content onlirfe.

Public interest grgos are now beginning to focus on the power of
search engines to organize the WelA critical media studies literature has
spurred this movement by chronicling how fipolitics of search mgines
mattersd® As Alex Halavais arguegji]n the process ofanking results,

reasonsvhy-we-neednetneutralitynow (discussing the timeliness and necessity of the introduction of
the Internet Freedom Preservation Act of 2009); Eric Schritlipte to Google Users on Net Nelitra
ty, GOOGLE, http://www.google.com/help/netneutrality _letter.html (last visitéar. 11, 2010 (reques
ing Internet users to contact their congressionalessmtative regarding a bill in favor of net nedutyal
introduced irthe House of Representatives).

8 peter GlaskowskyiNet Neutralitpy Dead or Simply Hibernatiry CNET NEws, Sept. 7, 2007,
http://news.cnet.com/83010784_ 397736917 . ht ml (A Ality eontrovetsy reaky fiared up, as
[fellow CNet journalist Declan] McCullagk a y s , 6after AT&T CEO Edward Whi i
talking about (no |l onger) giving Google and other |
ever t h aguoting Reolan .MéQGullaghTen Things that Finally Killed Net Neutil, CNET
NEws, Sept. 6, 2007, http://news.cnet.com/83@b78_39773538.html?tag=mncol;tjt) see also
Kaufman,supranote83.

8 puplic Knowedge and Free Press are public interest groups that advocate for consumensights o
line. They have lobbied against expansive intellectual property rules, broadband discriminatior, and e
cessive corporate influence in the shaping of FCC policy. CecilingKN e t Neutralityds Q
Crusader: Free Presso6s Ben Scott Faces Down Titans
WASH. PosT, Mar. 28, 2008, at DO01,available at http://www.washingtonpost.com/wp
dyn/content/article/2008/03/27/AR2008032703618.h{mbting that members of the publinterest
group Free Press went to an FCC hearing to push for new rules fotéheetas well as thathe pu-
pose of the hearing was to discuss Web regulations and policies that would determine how much control
cable ad teecommunication companies have over theernet)

87 Miguel Helft, Opposition to Google Books Settlement Jel&Y. TIMES BITS BLOG,
http://bits.blogs.nytimes.com/2009/04/17/opposiiorgooglebookssettlement(Apr. 17, 2009,16:34
EST) ( A Vegraupspinclading the Internet Archive and Consumer Watchdog, have raised their co

cerns with | awyers at the JuGdodlecBeok BearphaSettienteAnt . 0) ; Fr
Re a der 0,sELEG BRONINER FOUND. DEEPLINKS BLOG, http://www.eff.orgleeplinks/2008/10/

googlebookssettlementreadersgguide( Oc t . 31, 2008) (AThis isi-a huge <ch
tionally enjoy in | i lEPIGsuprammteldd@OmoAasitloregse, .2007, .E

[Center for Digital Democracy], and [U.S. Public Interest Research Group] fiezh®laintwith the
Federal Trade Commission, requesting that the Commission open an investigation into the pmposed a
quisition. ... oMarc RotenbergPresident of the Etgronic Privacy Information Center, Data Pmte
tion and Search Engines on the Internet: Gabdd®ubleClick and Other Case Studies, Address Before
the European Parliament abhtBE Committee (Jan. 21, 2008)yvailable athttp://lepic.org/privacy/ftc/
google/EPIC_LIBE_Submission.pdf (discussing the privacy concerns raised by the merger of Google
and DoubleClick); Letter from Jamie Court & John Simpson, Consumer Watchdog, to Eric Schmidt,
Chief Executive Officer, Google (Oct. 13, 2008}tp://www.consumerwatctody.org/resources/CWLet
terToGoogle1@13-08.pdf (expressing concern that, among other things, Google Clisamplemerda-
tion of Google Suggest and Incognito features do not properly protect useyjpriv
8 SiVA VAIDHYANATHAN , THE GOOGLIZATION OF EVERYTHING (forthcoming 2010)see alsdAle-
jandro M. Diaz,Through the Google Goggles: Sociopolitical Bias in Search Engine Desigh'EB
SEARCH 11, 28 (Amanda Spink & Michael Zimmer eds., 2008) (describing how the complexity and
opacity of search engine technojog makes it fAhard to see whlatdlds O6mi ssi
users are unlikely to even consi der Shapingthe Web:h o) ; Luc
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search engines effectively create winners and losers on the web as a whole.
Now that search engines are moving into other realms, this often opaque
technology of ranking becomes kingmaker in new vefe3he power of
dominant intermedid&s emerges naturally from struggles for prominence
online: fi{T]he natural tendency of the web is to link very ¥igato a small
number of siteg, resulting in ranked results that predictalijyick[] win-

nerso® If, as Clifford Geertz memorably observéihan is an animal su
pended in webs of significance he himself has spdominant search
engines are a key platform where these webs akemon the internet
Heated disputes are emerging regarding the duties that should constrain this
process and theorms that should guide it.

Consider some Republicangears that Google, a culturally liberal
company? is skewing search results to favor Barack Obama and méargina
ize the righ®* Fox News has reportezbnservative discontent at Google
rapid responseotmanipulated search results related to Barack Obama after
its glacial efforts to defuse f@oogle bomb aimed at George W. Bush (in
which Bushds biography fvisarablefailar@ pear w

Why the Politics of Search Engines Matte6 INFO. Socdr 169,177 ( 2 0 0 0 ) ich amdr gowerfut
clearly can influence the tendencies of search engines; their dollars can (and in a restrictedlway do a
ready) play a decisive a role in what gets 6found. &
89 ALEX HALAVAIS , SEARCHENGINE SOCIETY 85 (2009);see alscAdam Raff,Search, bt You May
Not Find N.Y. TIMES, Dec. 27, 2009, at A2&yvailable athttp://www.nytimes.com/2009/12/28/opinion/
28raff.htm ?2_r=1 (AWith 71 percent of the United S
Googl eds domi nance @dvertisiogtgiies & e@/erwhelming @antdol.. Oaeawayc h
that Google exploits thiesalctoines®I|t hat byan mptosii e Ice
Web sites, removing them entirely from its search results or placing them so far downkthgsréhat
they will in all likelihood never be foundFor t hree year s, my companyéds vel
comparison site, Foundem, was effectively 6disappea
%0 HaLavAls , supranote89, at 60.
91 CLIFFORD GEERTZ THE INTERPRETATION OFCULTURES, SELECTED ESSAYS5 (2000 ed.) (1973).
For a compelling example of search enginea6 influen
nanmen Squareo ihamges @miemmalt f@EiamenGrimmelmaniihe
Google Dilemma53 N.Y.L. SCH. L. REv. 939, 948(2008 09) (presenting images of tanks from
Google.com and images of the Gate of Heavenly Peace from Google.cn). Gaeghaounced that it
may stop cooperating with Chinegevernment requests for censorshipeePosting ofDavid Drum-
mond to Official Google Blog A New Approach to Chinahttp://googleblog.blogspot.com/2010/01/
new-approacko-china.html (Jan. 12, 20105.00EST) ( AWe have deci dedowe are no
continue censong our results on Google.cn, and so over the next few weeks we will be discussing with
the Chinese government the basis on which we cquédate an unfiltered search engine within the law,
if at all.o).
9 gee, e.g.Mary Anne Ostrom,Google CEO Eric Schmidt to Stump for ObansaN JOSE
MERCURY NEws, Oct. 20, 2008available athttp://www.mercurynews.coroi_10769458(noting that
Googlebds CEO openly suppor tte Offical Geogi@BlogOuPRosition ng of Se
on Californaé No on 8 Campaigrittp:/googleblog.blogspot.com/2008/09/quasitionon-californias
no-on-8.html (Sept. 26, 200815:23 EST) (describing the companyds opposi
samesex mariage).
% See Google News: Not So Fair and BalangedMichelle Malkin  Blog
http://michellemalkin.com/2005/02/05/googiewsnot-so-fair-andbalanced (Feb. 5, 2005849 EST)
(accusing Google of awtnservative bias in its selection of sources for inclusion in Google News).
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were searched}. Although it took Google four yeat® address the issue
with respect td’residenBush, wherPresidenObama faced similar online
satire,iGoogle stepped in quickly, rectifying the situation in a few d#ys.
There are many good reasons for the difference in treathh&uogle may
have leaned from the Bush experience and may now be capable of far fas
er responses to pranks.Or t he companyds engineers
manipulation as a silly prank that really should not waste their titeea-
theless, political manipulation of Google niersome attention. Campaigns
are a struggle for salience, competitions with considerable SfakAs.
more people form impressions of candidates from seasthis (or related
Google properties like YouTube), we might worry that allegedly neutral,
algorithmic representations of authority and popularity are really being i
fluenced by a hidden agenda.

Part 1l explains why Internet policy that is based primarily on tee pr
motion of competition and innovation is unlikely to prevent any of the
problems mentiord above. Part Il shows how marketsed approaches
to Internet policymaking can exabate the trends toward unaccountable
intermediaries documented above. Part IV proposes monitoring anak discl
sure designed to assure some accountability for searéhesngnd other
key intermediaries.

[I. COMPETITION AND INNOVATION AS FOUNDATIONS OF
INTERNETPOLICY

Innovation has been the central focus of Internet law and p8licy.
While leading commentators sharply divide on the best way to promote i
novation, hey routinely elevate its importance. Business writers haee cel
brated search enginespcial networks, and other staps as model

9 SeeJoshua Rhett MillerUnlike Busis 6 Go o gle Bomb,d6 Googl,e Quickly
FOXNEws.CoM, Jan. 30, 2009, http://www.foxnews.com/story/0,2933,485632,00.html (describing

Googl ebs failure to change its algorithm tol-avoid a
urePresident Bushds biography).

9‘L—’Id.(ﬁThe di fference in)t.ime did not go unnoticed

% 1q.

7 1d.

®For more on the fAstruggle for sali Recimiog model of
Egalitarianism in the Political Theory of Campaign FinarReform 2008 U.ILL. L. REv. 599, 644
(AUtilizing statistical evidence from several campa
campaign [is] a marketing effort in which the goal is to achieve a strategic advantage by malking pro
lemsthat ef | ect owned issues the criteria by which votel

% Gaia Bernsteinin the Shadow of Innovatioi81 CARDOZO L. Rev. (forthcoming 2A.0) (maru-
script at 5),available athttp://papers.ssrn.com/sol3/papers.cfm?abstract_id=1395779\olgsthat, in
technol ogy policy, nal l parties r ai sseealsgnegpvati on a
GARY REBACK, FREE THE MARKET!: WHY ONLY GOVERNMENT CAN KEEP THE MARKETPLACE
CoMPETITVE3 74 (2009) (ATo mai n tdad af livihghnethe caming decaged,s hi gh
antitrust policy must renew its commitment to competition, the font of economic growth. Competition
engendersimv at i on, and innovation wil!/l keep our country
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corporations in a new service econofity Academics have also promoted
their growth. For example, Lawrence Lessig has pegceliminating the
FCC and replacing it with a streamlined entity with one goal and one way
to achieve it: promatg innovation and reduieg the type of monopoly
power that can stand in its w&y.Innovation is the goal; competition is the
means for achigng it.

Lessig and other advocates of network neutrality worry that the owners
of the fipipes that carry communications may impede that innovation by
favoring their own applicatiort$? YouTube might never have developed if
Verizon could have throttled ih favor of its own video sharing site; online
innovation in general would be discouraged if carriers consistently charged
innovators more for access to customers as they became nooessful.

The drama offigood innovators versusiibad carriers has pevaded net
neutrality advocacy.

Laissezfaire voices have disputed this visithcontending that the
key competition Google or YouTube might face in the future is a search e
gine or videesharing service given a leg up by carriétsOn this view,
thereis nothing special about the physical layer of Internet communications
that makes it uniquely dangerous for innovatfSnAdvantage at the phiss

100 5ee, e.g.JEFF JARVIS, WHAT WOULD GOOGLE D0? (2009) (popular business book advising

companies to adopt Googleds practices; tiele puns o
sus Dood) ; Bala I|lyer RevEhemasnigi nPaviengoGnpogl eds | |
HARV.BUS. REV.,Apr . 1, 2008, at 59 -Hased comparties, Gpoglenstahdsauh o f | nf
as both particularly successful and paitiar | y i nnovative. 0) .

101 | awrence Lessigreboot the FCONEwswee, Dec. 23, 2008, at 45 (fAPres

get Cangress to shut down the FCC and similar vestigial regulators, which put stability and special i
terests above the public good. In their place, Congress should create something we could cal the Inn
vation Environment Protection Agency (iEPA), charged vdath si mpl e founding missio
intervention to maxi @coe@urpose wauld bBettd peotect ibnovatiom feom itsé P A
two historical enemigse x cessi ve government favors, and excessiyv
102 | AWRENCE LESSIG THE FUTURE OF IDEAS: THE FATE OF THE COMMONS IN A CONNECTED
WORLD 46i 48, 155 76, 246 49 (2001); Susan P. Crawfortihe Internet and the Project of Commun
cations Law55UCLA L. Rev. 359,395 98 (2007)[hereinafter, Crawfordnternel (Bly o6 diascr i mi n
t i omeanallowingnetwoha ccess providers to treat some traffic
108 See, e.gAlfred E. Kahn,Telecommunications: The Transition from Regulation to Antitfudt
TELECOMM. & HIGH TECH. L. 159, 18284 (2006) (arguing that marfgrms of regulation of teleco-
munication companies are fAin essential cowreflict wit
tition among technologically dwotld Mandatng Brgadband f or ms 0 ) ;
Network Neutrality Help oHurt Competition? A Comment on the Eftd-End Debate 3 J. ON
TELECOMM. & HIGH TECH. L. 23, 65 (2004) [hereinafter Yo@ommerit(objecting to net neutralityda
vocatesd6 preference for homogeneous, Adundeo pipes,
for economic benefits by allowing networks to better satisfy heterogeneous custonmenpesfp
104 Arpan Sura,The Problems with Network Neutraliti\FO TECH & TELECOM NEwS, May 1,
2006, http://www.heartland.org/policybot/results/18903/The_Probleitts Network_Neutrality.html
( lfia company wants to favor video or voice content, it can find consumers and applications providers
who use the Internetipnar i | 'y f or this purpose. 0).
105 Eor the distinction between layers on the Interse¢ZITTRAIN, supra note30, at67 (describing
a physical layer, anpalication layer, a content layer, and a social layer).
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cal layer may be the only way a newcomer can challenge entrenched inte
mediaries at the content or applicatidagers. Thisficlash of the titarts
approach defends combinations of firms #merejecton of regulatory m-
pediments to vertical integratiof.

Technological change and new business realities are now radically
challenging both extant interventionism aficharket knows beét ap-
proaches. Rather than developing alternatives to dominant search engines
and social networks, carriers are partnering with them and combining forces
to create new communication technologieghe old narrative oficarrier
versusseart engin@ is giving way to new forms of cooperation that will
magnify the effects of bias by the collaborating esditi For example,
Google has davested with Comcast and handset manufacturers to develop
a newfClearwireg®” network!® In return for its prticipation,iGoo g | e 6 s
search engine [will] get[] its own button on the phod€k.lt is hard to im-
agine a more effectivifast trackingof one application pro
others. As the landscape of Internet competition rapidly shiftsjrdorn
sarch engines like Google may become less a countervailing force keeping
carriers accountable and more a beneficiary of the very disationyntac-
tics they once decried. As such deals advance, disclosure of their terms is
essential to ensure that useroownthe incentives motivating the carriers
and search engines they u¥e.

106 Christopher S. YooBeyond Network Neutralifd9 HARv. J.L. & TECH 1, 15 20 (2005)[herei-
nafter Yoo,Beyond Neutrity]; Christopher S. YopVertical Integration and Media Regulation in the
New Economyl9 YALE J.ON REG. 171, 295 (2002) -¢compefiiifeadangere e xt ent t
ist, they are better addressed in a forum, such as an antitrust court, thailoateesach situation on the
basis of its individual facts. o).

107 Clearwire is a higtspeed Internet and phone service provider. See Clearwire,
https://lwww.clearwire.com/interngthoneservice/overview.php (last visitédar. 12, 201).

108 Posting of Tom SeinertThrelkeld to ZDNet Between the Lines Blpd\et Neutrality &
Googl eds Opennes s httB/blbgs.zdeet.conlBTL/2Ap=0487 (July 30, 20087 EST)
(it e says the network is open and Cl eavewire wil/l
neutral network management. 0 But ,-nfuomabhapiact healm
agers of the network favor one of their partners to be the door that customers open to entar the Inte
n et 2fOROBERT W. MCCHESNEY, RICH MEDIA, POOR DEMOCRACY 160/ 64 (2000) (chronicling
convergence deals in the late 1990s and the cultural concerns they raised).

1% Thomas Hazlett,On a Clearwire, You Can See Everythirfgn. TIMES, July 23, 2008,
http://www.ft.com/cms/s/0/dac15158Bcc11dda093000077b07658.html?nclick_check=1. As Hazlett
puts it, if this fAmodel, where the carrier extracts
wireless wWelheni Sopemédna@l! Ildcapitalists must be. o

10 At g hearing on the proposed Goadgfahod joint venture, House Judiciary Chairman John
Conyers complained that neither he nor other committee members were allowed to inspect the terms of
the deal in a practicable manne8eeCompetition on the Internet: Hearing Before the Task Force on
Competition Policy and Antitrust Laws of the H. Comm. on the Judicidi§th Cong. 48 (2008) (séat
ment of Rep. John Conyers, Chairman, H. Comm. on the Judicamsj)able athttp://judiciary.house.
gov/hearings/printers/110th/43524.@df 2 [hereinafterHearing (complaining that the members of the
Commi ttee were only permitted to inspect the deal i
all owedo) . Chairman Conyers further stated that it
documen s surrounding the Presidentods terrorist survei
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As Internet traffic increases, carriers are likely to face the samma-dile
mas of information overload now managed by search engfingseir ve-
tical integration with content provideis developing,and alliances with
powerful social networksre also possibleWhile network neutrality aa
cates focus on the convergence of voice, data, and content on common
physical infrastrature;*? the joint ventures of leading Internet companies
will raise a new host of concerns about privacy, culture, and power online.
Calls for network neutrality are already morphing into demands fogpgaan
rency and fairness from dominant intermediaries generally, be they search
engines, social meorks, or carries!*3

Deregulationists believe that the market will punish any untowerd b
havior by intermediarieS? They claim that undue discrimination or awv
sive surveillance will cost an entity custon@rmend to the extent monopoly

proposed (and ultimately aborted) Godglahod joint venture. Id. (Video clip available at
http://www.cspanarchives.org/library/index.php?main_page=produttoviinfo&prod ucts_id
=2064021&showVid=true&clipStart=285.86&clipStop=368.60).
M1 For a sense of the dynamics of information overload here, see<bpranote 36, at 1438 (ATo
better understand why the rele slowness of computers has constrained ISP surveillance, picture ne
work monitoring like a police officer on the side of a road, scanning the passing traffic for drivers
swerving or speeding or for cars with outdated license plates. How thorougluffitiee inspects the
passing traffic depends on two metrics: the volume of téaffiee number of cars that pass by each
hou® and the efficiency of the officdrhow quickly he can inspect a single car. On the Internet; co
puters running monitoring toolsetike the police officer and the rate of the network traffic flowing past
the computed the flow rate or bandwidthi s | i ke the volume of cars passint
112 | awrence Lessig & Robert W. McChesnélg Tolls on the InterneWAsH. PosT, June 82006,
at A23,available athttp://www.washingtonpost.com/wgbyn/content/article/2006/06/07/AR200606070
2108.html.
13 NUNZIATO, supranote65, at111i14( di scussi ng Googl eds apparent cen
in its advertsing and news services). Nunziato argues that both carriers and sganels €an distort
the communicative environment online in troubling wayd.; see alsdRichard WatersNet Neutrality
Comes Back to Haunt GoogleNn. TiMES, Jul y 13 ,e a2r0,1 06 s(efiaTrhci hecomeetliet r al i t y 0
rallying cry of activists who believe that Google has too much power to decide which internet sites are
granted the attention that comes with a high search ranking, and which are consigned to louter dar
n e s NateAndersonAfter Net Netrality, Will We NeediGoogle Neutrality, ARS TECHNICA, Oct.
29, 2009, http://arstechnica.com/tgoblicy/news/2009/10/aftemetneutralitywill -we-needgoogle
neutrality.ars (A[A]s cl oud c &mghttwal begGodgle)lcausl o f f , on
so completely dominate the market that it becomes another choke Wéentight then need to osid-
er o6cloud neut r adoiotgyl.eddos) ; B ikplsiTaRivaET, riritpBrimgumlerset.org/
story/ 2339 Tesrdt comn@mt ongts mresamtomr future rankingetié. . . . But for alternative
online news services . that rely on Google Newslated traffic, the compafdy patent applicationfe
fers reason to worry about just how shallow a pool of sources thees wi I I draw from. 0) .
114 gee, e.g J. Gregory SidakTelecommunications in Jerich81 CAL. L. Rev. 1209, 1213 (1993)
(reviewing and praising/1ICHAEL K. KELLOGG ET AL., FEDERAL TELECOMMUNICATIONS LAW (1992)
for promoting the ide¢hatii a d v a n c dlogyg rendezscobsalete and arbitrary, if not also unlawful or
unconstitutional, the regulatory boundaries that currently divide various telecommunications firms and
circumscribe the services that they magwi d se@ fls&ahn,supranote103 Yoo, Commentsupra
note103
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power prevents that loss of businessititrust law is remedy enough.
Were new concerns about intermediaries wholly economic in nature, such
assurances might justify a laissemre approach. However, the cultural,
political, and privacy concerns raised by the new business alliances of
sarch engines, social networks, and carriers cannot be translated iito trad
tional economic analysisThey raise questions about the type of society we
want to live ird a holistic inquiry that cannot be reduced to the method
logical individualism of econoros.

This Part critically examines the |
nomic dimensions of carrier and search engine pélic$ection A demo-
strates the inadequacies of the primarily economic debate on broadband
policy that has focused on innovatiocpeomics, while Section B questions
competition as a prime policy goal for the search industry.

A. Net Neutrality as Innovation Policy

Both scholars and activists have promofieétwork neutrality rules
that would | i mit c ar r enea o thdntemetri*t r o | oV
To bring the topic down to earth, these scholars tend to model Internet
communications as a form of transport of information, which should be
subject to common carriage rul&$. However, as the section below demo
strates, this metdor and the underlying substantive policy may raise as
many quetions about broadband governance as it answers.

Net neutrality advocacy has focused on carrier control as a threat to i
novation® After weighing the potential harms and benefits of broadband

115 SeeChristopher S. YooWhat Can Antitrust Contribute to the Network Neutrality Debate?

1INT& J.CoMmM. 493,511 17 (2007) see alsdroo, Beyond Neutralitysupranote106, at on®m-( fi Ec

ic theory suggests that network neutrality proponents are focusing on the wrong policy problem. One of

the basic tenets of vertical integration theory is #rat chain of production will only be as igfent as

its least competitive |ink. o). Yoo aldaom Seeorries ab
Yoo, Commentsupranote103 at55/5 9  ( fi Put,ralpwiyg network owners to employ different

protocols can foster innovation by allowing a wider range of network products to existier€aly,

compulsory standardization can reduce consumer surplus by limiting the variety of produatbavae . 0 ) .

116 | am attempting to bring an awareness of the limits of economics long present in media studies
to legal scholarship on intermediarieSee, e.g.Robert Entman & Steven S. WildmaReconciling
Economic and Noftconomic Perspectives on Media Policy:Arac endi n g tptl me efi Mdr Keleas o
42J.ComM. 5 (1992).

17 gee, e.glessig,supranotel01( i Congress should create aaomething
tion Environment Protection Agency (iEPA), chargedwh a si mpl e foundi-ng mi ssi o
vention to maxi mi z é corerpurmnseavouidbeto giotect ihroeation floM As two
historical enemigse x cessi ve government favors, and excessive

118 gee, e.g.SusanP. Crawford, Transporting Communications889 B.U. L. Rev. 871, 87783
(2009) (tracing Athe tangled history of tshe | egal n
pra note 102, at 16568 (laying out anetwork neutrality proposal that would allow for locakwerk
restrictions but treat internetwork restrictions as suspect).

119 gee, e.glLessig & McChesneysupranote1l12( i How wi | | t hi ductiomtimieev at i on an
if creators must seek permission fromeacal of net wor k owners?o0) .
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providerso6é6 discrimination, fthareab ar a v a
ing the amount of applicatielevel innovation through network neutrality
regulation is more important than the costs associated watf itAlong
with Brett Frischmann and Spencer Wée Waller}* Susan Crawforé?
and Timothy Wu? shesuggests that network operators unconstrained by
such rules would inevitably be tempted to elevate the salience and dvailabi
ity of partnersdé applications and con
competitor s 6 &g this reasant Frischngann has argued that
networks constitute infrastructure analogous to roads, bridges, and public
transit®® Although managers of transportation networks can reasonably
charge more to certain customers ataiartimes to manage congestion or
perform repairs, it would be deeply unfair for the manager of a highway to
ban Volkswagen vehicles because it struck a special deal with Genzral M
tors. These concerns le&&scha Meinrath and Victor Pickaia propose
an array of conditions on broadband networks in order to make them neutral
among business modéfs.
While the FCC has proven somewhat receptive to these ‘fddhs,
FTC and the Antitrust Division of the U.S. Department of Justice (D®J) r

120 Barbara van SchewicKowards an Economic Framework for Network Neutrality Regulation

5J. TELECOMM. & HIGH TECH.L. 3 2 9, 329 (2007) . Van tSfohgame ck al so
theory, industrial organization, antitrust, evolutionary economics and management strategy to analyze
net work operatorsd incentives to discrimiaoate, t he

vation and social welfare, andthe st o f r e gluwat382 i on. o

121 Brett Frischmann & Spencer Weber WallBgyvitalizing Essential Facilitie¥5 ANTITRUSTL.J.
1, 2 (2008) (ACommunications networks have traditio
to substantial accesadnondiscrimination norms and, as a result, have been heavilyeegg e d . 0 ) .

122 sysan P. Crawfordlhe Radio and thinternet 23 BERKELEY TECH. L.J. 933, 96061 (2008)
Susan Crawfordlog, FAQ on Net Neutralityhttp://scrawford.blogware.com/blog/_arebs/2006/5/31/
1998151.html (May 31, 2006, 23:57 EST).

123Wu,supranote102‘at144| 16572 (showing Awhat a workable princ
would look like and what it would mean for the conductofda d band provi der so) .

124 Seevan Schewicksupranote120, at 342 45.

125 Brett M. FrischmannAn Economic Theory of Infrastructure and Commons Management
89MINN. L. REV. 917, 92833 (2005). Frischmannargge A [ F] or some cl asses of ir
there are strong economic arguments for managing and sustaining the resources in an openly accessible
ma n n édrat 918 19.

128 sascha D. Meinrath & Victor W. Pickard@ranscending Net Neutrality: Ten Stepsward an

Open Internetd. INTERNETL.,D e c . 2008, at 1, 18 (endorsing a net wol
riage; 2. Supports open architecture and open source driver development; 3. Maintains open protocols
and open standards; 4. Facilitates an-®nend architecturei.g., is based upon a 6dumb

Safeguards privacye(g, no back doors, deep packet inspection, etc.); 6. Fosters applicatitality;
7. Mandates lowatency and firstn/first-out (.e., requires adequate capacity); 8. &es interoperabi
ty; 9. Remains businesaodel neutral; 10. Is governed by its usées, (is internationally representative
andnorAmer ocentric)o).
127 Even during the Bush Administration, the FCC was willing to challenge particular actions that
violated principles of net neutrality.See, e.g.FCC Comcast Decisigornsupra note 5, 11 32, 41
(A[B]l]ecause Comcastodéds method, sending RSTepackets t
thod computers carected via TCP use to communicate with each other, a customer has no way of
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jected network neuatity regulation under the Bush Administratigh.
Bushoés Antitrust Division c¢cl ammed t ha
posed on broadband providers until abusive practices have been thoroughly
documented® It believed that the broadband market is insiegly can-
petitive in that it gives consumers an exit option, even if they lack a voice in
network managemef® Bus hés DOJ acceptfardmpt he gen
sition that network operators will maximize the social utility of networks if
they can privatel profit from the expansion of services on th&m.

Opposition to network neutrality has also taken hold in some fields of
communications law. Some legal scholars analogize the carriage of bits to
other transportation networks that can be congested, ingltige U.S. mail

knowing when Comcast (rather than its peer) terminates a connectidiW]e think a caséy-case,

adjudicatory approach [to investigating such conduct] comports with corgrakdiirectives and
Commission prel e nt s 0) . The Obama Administrationds FCC Chcé
neutrality rules than his predecessor, Kevin Martgeelulius Genachowski, Chairman, FCRresev-

ing A Free and Open Internet: A Platforfor Innovation, Opportunity, and ProsperiBemarks at the

Brookings Instution (Sept. 21, 2009)gvailable athttp:/openinternet.gov/resgbeech.ntm{ i Congr e s s

and the Pradent have charged the FCC with developing a National Broadband Plan te #wagw@avery

American has access to open and robust broadband. 0)

12 5eeEx Parte Filing of IndeBsadodde pddstry Foatticed,Ns-8Z ce at 1,
(Fed. Commc édn Co navaiable é&hétp/ivww.uSdoj.gd/@tdpublic/commei225767
.pdf (asserting that free market competitiobon, fienfo

vation and the development of the Internet) [hereinafter DOJ Ex Parte FiBRIHADBAND

CONNECTIVITY ~ COMPETITION ~ PoLicy, FTC STAFF  REPORT 157161 (June  2007),
http://www. ftc.gov/reports/broadband/ v070®00report.
tory moves here).

129 DoJ Ex Parte Filingsupranote 128, at 5 (A D] e sépredqest fotehidenc€af mmi ssi on
harmful discrimination or behavior, as discussed further below, commenters failed to present evidence
suggesting that a problem exi st s. 0-fare anaystsevhoDOJ her e
have argued that preemptive r&ggion is unnecessarySee e.g, Kahn,supranote 103, at 183 (assér
ing that the broadband market is not suited for public usije regulation); Sidalsupranote114, at
1208 méfi can telecommunications regulati.on is about

130 SeeDOJ Ex Parte Filingsupranote128 at 7 ( i T &6 etatisics mepuirt $hat thetdn
number of broadband fiber lines increased from 40,627 in 2000 to 698,990 as of June 30, 2006, and the
number of residential broadband fiber lines likewise increased from 325 in 2000 to 442,027 fiber lines
as of Jun eButséNu Saehéntsupranote72, at5 5 (i -four pexceng of Americans
have either zero, one, or two choices for broadband

131 SeeD0OJ Ex Parte Filingsupranote 128 at 4 (¢ brdadband pravidersrfrom charging
fees for priority service could shift the entire burden of implementing costly network expansions and
improvements onto consumers. Because the average consumer may be unwilling or unablegto pay si
nificantly more for acess to the Internet in order to ensure smooth delivery to consumers demanding
bandwidthintensive and latenegensitive content, critical network expansion and improvement may be
significantly r sdasoléndWuo& Christephea Yaoldeepig the Internet Ne-
tral?: Tim Wu and Christopher Yoo Debaf9 FED. ComM. L.J. 575 577 (2007) (AAt this
impossible to foresee which architecture will ultimately represent the best approach. When isss impo
ible to tell whether a practiogould promote or hinder competition, the accepted policy response is to
permit the practice to go forward until actual harm to consumers can be proven. This restraint provides
the room for experimentation upon which the normal competitive processes depgnd
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delivery systeni¥ The U.S. Postal Service lets customers purchase priority
mail delivery, and private carriers such as FedEx provide this and other
forms of service. Networkeutrality opponents similarly point to airlines
that crosssubsidize rural routes by selling very highiced business seats
and using those revenues to make up for seats sold for below average cost
on the rest of the plari&. Network operators argue thatfiéast lan® of
access is necessary to fund infrastructunaprovements that (may ewe
tually) redound ¥t Bromethisepergpective,pricesh e nef i t
crimination is the best way to ensure efficient allocation of Internet
resources$® These arguments play tliewrong metaphdarcard the insg-
tence that emnomic theory supporting net neutrality incorrectly amngtes
Internet communications networks to traditional common carfiers.

Network neutrality supporters contend that a division of access into
slow and fast lanes would lead to more invasive and countkrptive

132Wu&Yoo,supramotel3:l,at57879 (Yoo argues that the same | ogi ¢

services |ike FedEx can be applied to haMd-ng fAtiere
work Neutrality andhe Economics of Congestid® GEO. L.J. 1847, 1879 (2006)t(AAs an i
ter, the Internet is subject to congestion in a way that was not true with respect to conventional telephone

service. .. [T]he attachment of devices used to run bandwidtbnsive applications to the network

can adversely affect the quality of service enjoyed by other end users, and these devices arguably
represent situations in which restrictions on attaching devices would be permissible und€alteth

fone[In re Use ofthe Carterfone Device in Message Toll Tel. Serv., 13 F.C.C.2d 420 (I868)}ush
a-Phone[Hush-a-Phone Corp. v. United States, 238 F.2d 266 (D.C. Cir. 195%)But seePhilip J.

Weiser, The Next Frontier for Network Neutraljt$0 ADMIN. L. REv. 273,2848 5 (2008) ( A[ So me
claim that obust competition in the broadband marketplace will prevent firms from acting in ian ant

competitive fakion.. . . [tlhe reality, however, is that the search for the third broadband pipe an

alterretive to cable moda and DSL connectiodsis ongoing, and the broadband access marketplace is

largely a duopoly. In this respect, the broadband market differs from that of, for example, overnight d
l'ivery both in that U.S. post thefeisicangderable emnpet e f f or t 6
tion in the overnight delivery market (there are at least four faciligsed ppv i der s) . o) .

133 See Robert W. Hahn & Robert E. Litafhe Myth of Network Neutrality and What We Should
Do About 1t10i 11 (AEI-Brookings Joint Ceter, Working Paper No. RP&E, 2006),available at
http://ssrn.com/abstract=947847.

134 SeeC. Scott Hemphill[Network Neutrality and the False Promise of Zemice Regulation
25YALEJ.ONREG.1 3 5, 172 (2008) (Al n pa bdidizeccanswuemerag@anc cess pr o
by charging content providers for access. AT&Tb6s
broadband service, and to making access available to the millions who lack such service, by asking su
cessful content providers tohé a fraction of their profits, to be applied toward the provision of new
consumer access. 00 (footnotes omitted)).

135 SeeYoo, Commentsupranote 103 at 59 65 (arguing that allowing lashile providers to use
vertical integration to differentiate their networks would allow the realization of certain efficiencies and
would permit them to offer a broader range of services).

136 SeeDavid W. OpderbeckDeconstructing Jeffersds Candle: Towards a Critical Realigp-
proach to Cultural Environmentalism andfbrmation Policy 49 JURIMETRICS J. 203, 21718 (2009)

(discussing the arguments of the Telecommunications Industry Association anaitmaNCable and
Tel ecommunications As s oci a tpiimany ,thrust rofd industoynrbet- udi ng t h
ic...valorizes unregul ated competition and marketso).
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management of the Internét. They generally believe that Internet access
is properly structured as a commodity service to be modeled on the electric
grid:
The general purpose and neutral nature of the electric grid is one of the things
that makeit extremely useful.The electric grid does not care if you plug in a

toaster, an iron, or a compute€onsequently it has survived and supported
giant waves of innovation in th@aliance market®®

For example, without a neutral electrical grid, an apue manufacturer
like Maytag could strike deals with utility companies, giving Maytagwexcl
sive access téhigh qualioc ur r ent i n exchange for s
profits** A long history of public utility regulation has presumed tipe o
posité thatfbusiness affected with a public inter@should not be able to
take advantage of its monopolistic or quasimonopolistic positidipitk
winner® among the products and services dependent on the tility.

By expanding the concept of a neutral electric goidhe digital age,
Tim Wu has become one of the most prominent advocates for applying
nondiscrimination principles to the Internet. He focuses orfitbenmon
carriag® requirements that telephone companies have had to respect since
the Kingsbury Commitma of 1913, where AT&T became a government
sanctioned monopoly in exchange for divesting some of its currentuand f
ture interests in other companiésLater, in theHush-a-PhoneandCarter-

187 seeJonathan L. ZittrainThe Generative Internel19HARV. L. REv. 1974, 1978 (2006) (citing

scholars who have argued for keeping the Internet A
138 Tim Wu, Network Neutrality FAQhttp://timwu.org/network_neutrality.htrrflast visitedMar.
12, 2010).
139SeeHerman,supranote?g, at 110 (AJust as the elecsrical gri
tent systenon which one can count in developing applications, a neutral broadband network permits
innovators to plan based on stable expectations. o (
of reporting user behavior back to product manufactur8es: e.g, Randal C. PickeRewindingSony.
The Evolving Product, Phoning Home and the Duty of Ongoing DeStgBASE W. RES. L. REV. 749,
750151 (2005) (suggesting a potential duty by manufacturers to report on copyright infringeesent, b
cause fi t Be¢ of the arbduat & defined in many ways by [the software that it comes
with]. ... and] there are no natural boundaries to define
surveillance and reporting technology embedded in devices (such as Rp#) encourage such bus
ness modelsSeeMichael J. Madisonl.aw as Design: Objects, Concepts, and Digital ThirisCASE
W. Res. L. Rev. 381,392 93 (2005) (describing the malleability of many devices andviees on the
Internet).
140 cHARLES M. HAAR & DANIEL WM. FESSLER THE WRONG SIDE OF THE TRACKS. A
REVOLUTIONARY REDISCOVERY OF THECOMMON LAW TRADITION OF FAIRNESS IN THE STRUGGLE
AGAINST INEQUALITY 133, 16365 (1986);see alsalim RossiThe Common Law fADuty to S
Protection of Consumera ian Age of Competitive Retail Public Utility RestructurigVAND. L. REV.
1233, 1239 (1998) ( A[ T].hiecomprtiskd of distinct bhligationsyoexdend v t o se
service, and to maintain certain quality standards once service caesnen [T]he obligations app
cable to utilities are extraordinary, often requiring utilities to extend and provide service tmenssto

where it is not always profitable to do so.0).
141Wu,supranotelBS(ﬁThe concept of a 6common carrier, 6 d:
common | aw, captures many similar concepts [as the
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fonecases;? antitrust enforcers successfully moved to prevent AT&Mm
banning the attachment of objects to telephones that did not affect the qua
ty of service generalli{¥* The FCC and the courts reasoned that the tel
phone company should not be permitted to control the development of all
the devices that would evemlly be capable of transmitting data over its
lines

Advocates of nondiscrimination norms worry that the types of sharp
practices that would make little sense in real space could easily be imposed
in cyberspace. For example, it is hard to imagine whyidme would,
say, refuse access to Marriott employees because it has a business relatio
ship with Hyatt'** Even if Hyatt leveraged such a deal, the uproar in the
press would be enormous. However, when Comcast bid for control of Walt
Disney in 20047 it would have been easy for the company to engineer
fasttrack access to Disney content on its network had the takeower su
ceeded. Norms of fair play on the Internet are so fluid that the media would
be unlikely to find this integration of content and comdarticularly e-
markablet’

its original meaning, is a private entity that performs a public function 0 AT&T, Milestones in
AT&T History, http://www.att.com/history/milestones.html (last visitddr. 12, 2010); see als®Barbara
A. Cherry, Maintaining Critical Rules to Enable Sustainable Communications Infretstrels 24 GA.
St. U. L. REV. 947, 950 (2008)[( [ A] historically acculomnensintheder st and |
United States reveals the importance of common law principles of common carriage and pitylic util
lawd which include imposition of ex ante requirements on providers in the retail @darkgeneréing
the desired emergent properties of widely available, affordable and reliable transportation and teleco
munications infrastructures. o).
142 HushA-Phone Corp. v. United States, 238 F.2d 266 (D.C. Cir. 1966E Use of the Carte
fone Devicen Message Toll Tel. Serv13 F.C.C.2d 420 (1968).
143 SeeRob Frieden, Hold the Phone: Assessing the Rights of Wireless Handset Owners and Carr
ers 1415 (Jan. 7, 2008) (unpublished manuscrpiilable athttp:/ssrn.com/abstract=1081345The
Carterfone decision required the telephone companies to allow the attachment of modems amd fax m
chines. Id. This decision was later reaffirmed by one of the most deregulatory FCC Chairmen in the
agencyods history, Mi chael Potwe I duariann ttehee tfiof ocuarr rfireere
Michael K. Powell, Chairman, FCC, Preserving Internet Freedom: Guiding Principles for the Industry,
Remarks Delivered to the &ibn Flatirons Symposium on The Digital Broadband Migration: Toward a
Regulatory Regime fothe Internet Age 5 (Feb. 8, 2004)ailable athttp://hraunfoss.fcc.gov/edocs_
public/attachmatch/DOQ 4 3556 A1 . pdf ( fi[ C] roittesl toratachsany<évices they be pe
choose to the connection in their homes. 0).
144 See Husta-Phone 238 F.2d a69. The Husta-Phone was a rubber cup placed over a mout
piece designed to enhance the privacy of phone conversations. Carriers claimed the right to prohibit
such attachments, but were ultimately denied that prerogative by this dedisian267 69.
145 Seeill D. Herman,Opening Bottlenecks: On Behalf of Mandated Network Neutr&l&yeD.
ComMm. L.J. 103, 13133 (2007) (arguing that even cable networks cannot be analogizei@oet ne
works).
148 SeeGeraldine Fabrikant et alGable Giant Bidso Take Over DisneyN.Y. TIMES, Feb. 12,
2004, at Al.
147 see, e.g.Guy PessaclCopyright Law as Silencing Restriction on Noninfringing Materials: U
veiling the Scope @@opyrights Diversity Externalities76S.CAL. L. Rev. 1067, 1079 (2003) (discss
ing how fAthe pros and cons .ofncopymsglhtt gdhowelrdi bg
copyright protection #fAinfluencel[-mdkibnogt hp rdbecneoscsreastoi)c;
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Reacting against such quiescence, Frischmann and van Schewick urge
a principle of network neutrality designed fimsulat[e] end users from
marketdriven restrictions on access and g$&.They endorse fierce oo
petition amongapplication and content providers and believe that such
competition will be possible only if broadband providers caffipmk win-
ner by favoring certain competitot$. They are skeptical of somegr
grams that would allow network ownersftecar packetsof data to dete
detemine their nature and provenarite.Instead, they propose a network
that would nofidistinguish between end uses, [would not] base access dec
sions or pricing on how those packets may be osed] would nofioptm-
ize the infrastructure faa particular class of end us&$. Frischmann and
van Schewick claim that nondiscrimination principles at an infreisiral
layer are needed to ensure innovation in the content gplatation layers
that run on top of it.

Frischmann and van Schewick ackvledge the currerfipressure for
property rights evolution so that network owners may more fully internalize
externalities and appropriate the value of the IntedfietHowever, they
observe some clear divergences between maximizing the private gains of
network owners and maximizing the overall social gains that unfettered |
ternet access can gener afeand Yochaiol | owi
B e n k ¥ prindipkes Frischmann and van Schewick argue that onlire i
novation resul ts fchitectretwhiehlkowsangmen et 6 s

Mark A. Lemley & Lawrence Lessighe End of Endo-End: Preseving the Architecture of the Inte
net in the Broadband Erad8 UCLA L. Rev. 925, 946 (2001) (contending that the cost of eliminating
ISP competition in the cable market is borne by the manle¢tthe consumer, as consumers do not feel
any direct loss whenew innovations are stifled).
148 Brett M. Frischmann & Barbara van Schewibletwork Neutrality and the Economics of an |
formation Superhighway: A Reply to Professor ,YAOJURIMETRICS J. 383, 386 (2007)see alsd_em-
ley & Lessig,supranote147, at 964 (AAIlI we propose is that <cabl e
consumers for access to their wires, but not be permitted to bundle ISP services together with wire
acc e s s . 0 ) ;WhylHave a Walecommuaitons Law? AntDiscrimination Norms in Commurae
tions 5J.ON TELECOMM. & HIGH TECHL. 15,17( 2006 ) (A The rul e should be (1)
technologically neutral, (2) in the form of an ex ante rule with ex post remedies, and (3) anchored on a
model of consumeds i ght s. o) .
149 Erischmann & van Schewickupranote148 at 420 23.
150 14, at 387.
15114, at 386.
152 19, at 387. Examples of this pressure are evidenMigHAEL HELLER, THE GRIDLOCK
Economy8Gi8 4 (2008) (discussing network ownersd desire |
153 | AWRENCE LESSIG FREE CULTURE: HOW BIG MEDIA USES TECHNOLOGY AND THE LAW TO
Lock DOWN CULTURE AND CONTROL CREATIVITY 276177,2823 06 (2004) (AWhatdés need
to say something ithe middi nei t her o6al | righteseresddvédd dsoméno
resedaredl 6t hus a way to respect copyrights but enabl e
154 YocHAl BENKLER, THE WEALTH OF NETWORKS 470i73 (2006), available at

http://www. benkler.org (ATo flourish, a networked i
tices requires a core common infrastructure, a set of resources necessary for information production and
exc hange that are open for all to use. o0).
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with afibetter ideato supplant dominant players (or at least to usurp some
of their market share and attentidt).They acknowledge that thfendto-

end principle acts as a limitation on the property rights tf/ok owrersp

but insist that it is only a limitation to the extent tfigir use @erates as a
limitation on the rights of copyright owned¥® The fair use analogy i®f
licitous; as Richard Posner has stated, an absolute bar on fair useesould s
riously undermie book sales by reducing the amount of uncensored
information available about booKs. Though individual copright holders

may gain a great deal by, say, forbidding quotes from their books that may
be treated negatively, the book industry in general wbalahegatively &
fected by the lack of quality information about its products.

During the Bush Administration, an impressive group of scholars and
activists joined Frischmann and van Schewick in challenging the economic
arguments against network neutralf® They are increasingly influential
among communications policymakers in the Obadaninistration. Hev-
ever, influential deregulationists continue to insist that the only proper role
for government here is to remedy past discriminatory conduct (&nusaht
model), rather than to legislat@ndiscriminatioror promulgateulesbased
on current statute®® The deregulationists have alsmgaed that the FCC
has not collected enough data to justify net neutrality regulabns.

AlthoughformerSenator Ted t8vens was roundly mocked for remin
ing network neutrality advocates that the Internéhist a big truckg'®! it is

155 Frischmann & van Schewicksupranote148, at 387 89.

1%6 14, at 386.

¥"Ty, 1nc. v. Publéns Into6l Ltd., 292 F.3d 512, 51
infringement would greatly reduce the credibilitylafok reviews, to the detriment of copyright owners
as a group, though not to the owners of copyright on the worst books. Book reviews would no longer
serve the reading public as a wuseful guide to which
the books being reviewed increase the demand for copyrighted works; to deem such copyirg infring
ment would therefore be perverse, and so theufare doctri ne peyseeialsdrankuch copy.i
Pasquale Copyright in an Era of Information Overload:oWard the Privileging of Categorizers
60 VAND. L. REv. 135,186/ 87 (2007) [hereinafter Pasqualéategorizerf ( di scussieg fAcaptur
gorizerso) .

158 See, e.g.Wu, supranote102 Daniel J. Weitzner, The Néral Internet: An Information Ardh
tecture for Open Societies (June 20, 2006) (unpublished manuscapéilable at
http://dig.csail.mit.edu/2006/06/neutralnet.pdCenter for Democracy and Technology, Preserving the
Essential Internet (June 2006) (unfisifted manuscript, available at http://www.cdt.org/
speech/20060620neutrality.pdf

159 See, e.gKahn,supranote103 at 166.

160 SeeYoo, supranote131, at 577 Opderbecksupranote136, at 217i 18 (notingthat the Natioal
Cable and Telecommunications Association has argued
net in the name o foffedinge soluton ik searehwt arpeolblémtsina there i no
evidence of a market failure justifying the imposition of common calikierregulation on broadband
savi ces o

181 pyblic Knowledge, Senator Stevens Speaks on Net Neutrality (June 28, 2006),
http://lwww.publicknowledge.org/node/49Communications Reform Bill: Full Committee Markug-B
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difficult to invoke a metaphor that can capture the rapidly changirg tec
nologies deployed by carriers. Network neutrality advocates invake
Iroads, electric grids, and highways to describe the Internet, and insist that
economic theory valid in those realms can be applied to caffieBy. con-
trast, opponents contend either that rival economic theories favoerine d
gulation or privatizatin of all of these transportation platforms, or that
none of these platforms involve spam, virusémndwidth hogs, or the
type of contraband content now circulating on the Webletwork neutré-
ty opponents also argue that the cregbsidization now p@rcticed on at
l ines and some mai l carriers should
business models. As Part Il below demonstrates, transportation regulation
may well constitute the wrong metaphor for modeling network nenag
ment, if only because the cufal consequences of the latter are far more
significant than those of the former. If content and application providers
are willing to pay for priority access to consumers, should regulators deny
them the opportunity to shift some of the burden of payangoroadband
away from endisers and toward those willing to pay to reach them?

Wholly economic methods of analysis cannot answer that question in a
normatively satisfying manner. Economic analysis of the network tieutra
ty question is essentially conted given the uncertain future development
of technology in the fielé?* The task now is to assure that corporage-d
loyment of such technology responds to the cultural, political, and privacy
interests of citizens, not just the demands of consumers.

B. Seach Policy as Competition Promotion

Laissezfaire analysts argue that antitrust law provides ample remedies
to penalize discrimination should it profient-competitived*®® They dfer
sponsored and independent research highlighting investment produced by
deregulation and the resulting competition that would discipline discimin

fore the S. Comm. on Commerce, Science & Trai§®th Cong. (2006) (statement of Sen. Test St
vens, Chairman, S. Comm. on Commerce, Science & Transp.).
162 Lessig& McChesneysupranote112
163 geg, e.g.Scott ClelandThe Precursor Blogias Tim Wu Lost His Credibilityh His Tunnel
Vision Piece: ItisHaMi hifpilAecurshrolay.com/node/63lan. 16,2008, 17:55
EST)(@agui ng that net neutrality proposals willdl hamper
actors). For a balanced overview of the communications law issues involved, see Rob Ftiexhest,
Packet Sniffing and its Impact dime Network Neutrality Debate and the Balance of Power Between |
tellectual Property Creators and Consumefis8 FORDHAM INTELL. PROP. MEDIA & ENT. L.J. 633
(2008).
164 Seew.B. Gallie, Essentially Contested Concepf6 PROC. ARISTOTELIAN Socdr 167, 17172
(1956) (describing the idea of the fAessentially col
neutrally, but instead is inevitably freighted with value judgments).
165 geeNet Neutrality (Genny Pershing ed.), http://www.cybertelecom.org/ci/neutrafllast v-
stedMar. 12,2019 ( AiOpponents [of net neutrality] aargue tha:
vior of networks can be adequately resolved by the ex posdrémre s of anti trust. o) .
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tory providers®™ In response, advocates of network neutrality haveldeve
oped rival economic models demonstrating efficiency gains from esaforc
ble prohibitions against discriminati®®” Even though these adwates
welcome antitrust liability for anticompetitive deprioritization ofrca er s 6
rivals, they doubt antitrust actions would be initiated quickly enouglff-to e
fectively deter discriminatiotf® They seek forwardooking rules, nb
backwardlooking antitrust litigation that would mire all concernedyears
of discovery and secorgliessing by appellate courts increasingly skeptical
of per se illegality®

Although scholars rigorously defend network neutrality rules from a
law and eonomics perspective, they risk falling into the saiffaatitrust
trapo that they urge policymakers to avoid. Antitrust cases tend to consume
a great deal of time, in part because economic conduct is subject to many
different interpretation§? On e p eantcampdiits’e conduct isnath-
erds effective business strategy. Th
guments threaten to stall discourse on network neutrality and Internet
governance generall®. For examplet he FTCds reviiew of

166 See, e.g. HANCE HANEY, THE AMERICAN CONSUMER INSTITUTE CENTER FOR CITIZEN

RESEARCH NETWORK NEUTRALITY REGULATION WOULD IMPOSE CONSUMER WELFARE LOSSES IN
THE CONSEQUENCES OFNET NEUTRALITY REGULATIONS ON BROADBAND INVESTMENT AND
CONSUMER WELFARE, A COLLECTION OF ESsAys 50i51 (2009), available at
http://www.theamericanconsumer.org/vgpntent/uploads/2009/11/firabnsequencesf-net
neutrality.pdf.

187 Trevor R. Roycroft,Economic Analysis and Network Neutrality: Separating Empirical Facts
from  Theoretical Fiction (June 2006) (unpublished issue brief,available at
http://net.educause.edulir/library/pdf/EPO0652)ddhalyzing the effect of net neutrality from arpec
nomic perspective and concluding that network neutrality should not be abandoned).

168 Net Neutrality,supranote165( i Pr oponent s [ of that e.whilmantuttustal i t y] a |
[sic] serves to address the problem of excessive market power, it does so at a very slow pace and fails to
adeguately address consumer protection interests 0 ) .

169 See, ., Leegin Creative Leather Prodkic. v. PSKS, Inc., 551 U.S. 877, 881 (2007) (oVerru
ing ninetysix year old doctrine of holding vertical price restraints per se illegal, holding instead that
they fare to be judged by the rule of reasono).

170 SeeJonahan Zittrain The UnMicrosoft UnRemedy: Law Can Prevent the Problem that It
Candt Pag3l€onn. L Rav.el361, 136162 (1999) {iThe main concern in finding a remedy for
[ 6bad monopolist behaviors6] may badighhingmpace, anihe t echn
by the time a federal case has been made out of a problem, the problem is proven, a réinedd fas
and@peal s exhausted, the damage may already be irreve

i See, e.g.Barbara A. CherryMisusing Network Neutrality to lininate Common Carriage
Threatens Free Speech and the Postal Sys38nN.KY. L. Rev. 483, 5 0T advdtdedd6 ) (i
mary reliance on antitrust principles ignores important historical facts. Common carriaggiorgul
both under the common law astatutorily, evolved prior to antitrust regulation. Thus, antitrust law
subsequently evolved to augm@rthat is, to address issues and situations not already encompassed
byd common carriage.. . Advocates of a regime based solely on antitrust fail faéx how the s-
sues pertaining to the providercustomer relationship, that have been governed by the ex ante rules of
industry-specific common carriage regulation, will be adequately addressed by antitrust ex st rem
dies. o (footnotes omitted)).
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DoubleClck merger focused almost entirely on the economic effects of the
proposed combination, rather than the threats to privacy it p6sed.

Search engines are among the most innovative services in the global
economy. They provide extraordinary efficiencies fdvextisers and ¢o
sumers by targeting messages to viewers who are most likely to want to r
ceive them. In order to attract more users, search engines use revenues
from advertising to organize and index a great deal of content on the Inte
net!” Like the major broadcast networks search engines are now beginning
to displace, they provide opportunities to view content (organic seafrch r
sults) in order to sell advertising (paid search restiftsgearch engines
have provoked antitrust scrutiny becayseposeddeals between major
search engines (and between search engines and content providers) suggest
undue coordination of competitors in an already concentratetiry*’

Those opposed to regulatiaften claim that antitrust law offers a
more targeted and @fent response to abuseg\s Justice Breyer explained
in his classic worlRegilation and Its Reform

[T]he antitrust laws differ from classical regulation both in their aims and in
their methods. . . [T]hey act negatively, through a few highly genquedvi-
sionsprohibiting certain forms of private conduct. They do not affirmatively
order firms to behave in specified ways; for the most part, they tell private
firms what not to do... Only rarely do the antitrust enforcement agencies
create the defled web of affirmative legal obligations that characterizes-cla
sical regulatiort’®

172 News Release, FTC, Federal Trade Commission Closes Google/DoubleClick Investigation (Dec

20, 2007),available atht t p: / / www. ftc. gov/ opa/ 200 7ner$.2.ivgte o gl edc . st
that 6éas the sole pur pos e amlfacqdistéicheis taildifamdtremedy ust r ev i
transactions that harm competition,d the FTC | acks
grounds, or require conditions to this transaction, that do not relate to antitrudhg Awbwever, that it

takes consumer privacy issues very seriously, the Commissionrefessnced itsdease of a set of

proposed behavioral marketing principles that were

173 PasqualeCategorizerssupranote157, at 15961 (describing the social function of manyezat
gorizers, including search engines).

Yaccordi ng to the Googl e Ho mearchesgltsor othéricoMene di st i ng
on a page by |l abeling theawmmoaglse .6&paWspademantinournk sd or
searchresults nor do we all ow people to pay forna higher
formation: Company Overview, http://www.google.com/corporate/ (last vistd 12 2010).

178 Eor example, theleal reached between Microsoft and Ydhodh at woul d have Microso
search engine deliver results for searches on Yalha® provoked antitrust concerns both domestically
and internationally.SeeChristopher S. Rugabéylicrosofi Yahoo Deal to Fae Tough Antitrust Prohe
ABCNEwWs, July 29, 2009, http://abcnews.go.com/Technology/wireStory?id=8205¢84also Hea
ing, supranote 110, at 48(statement of Frank Pasquale, Professor, Seton Hall University School of
L aw) cdntfidBats between major search engine providers have provoked scrutiny becausg they su
gestmdue coordination of competitors in an already col

176 SrepHEN BREYER, REGULATION AND ITS REFORM 156/ 57 (1982). But seeA. Douglas Me-
lamed,Antitrust: The New RegulatiodO ANTITRUST 13, 13 (1995 descr i bi ng At wo paradi
law enforcement model and the regulatory model, and the shift of antitrust law from the former to the
latter).
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Most scholars skeptical of network neutrality point to antitrust law as
the proper | i mi'Yf Foosomecolthemithe FGCbs ap ower
anomaly, a vestigial regulat in thrall to an outdated style of command
andcontrol regulatiort’® Many scholars reject governmental efforts to
shape the development of Internet connectivity as industrial policy end b
lieve that authorities should only be involved in ordersimedyabuses, not
to try to prevent them or to aptize communications generally.
In the case of search engines, that legal landscape currently exgtal A
and threatened antitrust invesaigatio
tices as its dominanceinse& ch gr ows . Many bielieve
ciono f t he ¢ omp an ywerturepithovalmisire the spacch n t
advertising field effectively scuttled the deal by late 2808lowever, a-
titrust enforcement appears less promising in other situatimoesving in-
termediary technology® This section discusses the limits of antitrust in
addressing the cultural and political
Book Searctdeal with publisherg® and its dominance of online advetti

ing.

177 30hn BlevinsA Fragile Foundatiod Th e Ro | eer noofd afil | on ta nBa sfieFdade+ G o mp e s

tition in Communications Policy60ALA. L. REv. 241, 282 (2009) (AAmtitrust r
tant role within deregulation debates because they
conductintheabsec e of regul ation. o).
178See,e.g.Kahn,supranotelO:% at 183 (asserting that the broadtl
public utility-st yl e regul ationodo) .
179 Nicholas Thompson & Fred Vogelsteifihe Plot to Kl Google WIRED, Jan. 19, 2009, at 88,
available athttp://www.wired.com/techbiz/it/magazine/02/ff_killgoogle (noting that antitrust sati-
ny culminated in a hearing in which the DOJ threatened to bring an antitrust case against Google and
that one prminent DOJ attorney expressed the view that Google already is a mon@fatgurse, the
antitrust laws do not flatly prohibit monopolies, only those attained via illicit me@es, e.g.Pac. Bell
Tel. Co. v. Linkline Comm., Inc., 129 S. Ct. 1109, 111 009) (ASi mply possessing
and charging monopoly prices does not violat [8f the Sherman Act]... 0 ) . Foretesti mony
pared but not delivered, that ar gseadestiniohyaftBa-some of G
jamin Edeman Scheduled Before the Task Force on Competition Policy & Antitrust Laws of the H.
Comm. on the Judiary, June 27, 2008 (oposed testimony in front of hearing latancelledavailable
at http://www.benedelman.org/publications/ppempetition071008.0f ( " Googl e sets reserve
and other parameters that substantially determine price®©ther Google practices, particularly
Googl e6s restrictions on export and copying-of adver:
ternet a@vertisingg wi t hout any countervailing benefit whatever
180 paniel Rubinfeld Foundations of Antitrust Law and EconomitsHOW THE CHICAGO SCHOOL
OVERSHOT THEMARK: THE EFFECT OFCONSERVATIVE ECONOMIC ANALYSIS ON U.S. ANTITRUST 51,
57 (Robert Pitofsky ed., 200§)descr i bi ng how fAconservative economi
downplay enforcement in dynamic technological industries in which innovation issues play a significant
rol eo) .
181DespitetheDOJ 6s intervention to affentmanyldadingirer ms of t
trust experts have argued that the settlement would not violate the antitrustSawse.q.Einer B-
hauge,Why the Google Books SettlemésitProCompetitive58 (Harvard Law Sch., Law & Econ.
Discussion Paper No. 646, Harvard L&ch., Pub. Law & Theory Research Paper Ne4592009),
available at http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1459088T h e settl ement doe
raise rival barriers to offering [many] books, but to the contrary lowers them. The output expansion
particularly dematic for outof-pr i nt books, for which theAmicus s curren

13¢



NORTHWESTER UNIVERSITY LAWREVIEW

Privacy concerns amnearly impossible to address witliire economic
models of contemporary competition lawAntitrust scrutiny did little to
address the privacy noerns raised when Google proposed to merge with
the web advertising firm DoubleClick The proposed deal gvoked a
complaint from the Electronic Py Information Center (EPICY EPIC
claimed that Googfis modus operandi amounts tdideceptive trade peca
ticed:

Upon arriving at the Google homepage, a Google user is not informed of

Googl e 6s dat aactices Until dec dr she clickg through four links.

Most users will not reach this page. Google collects user search terms in

connection with his or her IP address without adequate notice to the user.

Theef or e, Googl eds r e pits dadaerateéntioh practices concer
were, and are, deptive practiceg®

One key question raised by the proposed merger was whether privacy
and consumer protection concerns like these can be addressed by traditional
antitrust analysi§® Privacy law expert Pete8wire argued that they can,
becausdiprivacy harms reduce consumer welfare[and] lead to a redu
tion in the quality of a good or servic¥® Swire believedthat cassumers
would be worse off after the merger because of the unparalleled digstal do
siers the combined entity could gerate:

Google often haBdeem information about an individua actions, such aséd
tailed information about search terms. Currently, DoubleClick sets one or

Brief of Antitrust Law and Economics Professors as Amici Curiae in Support of the SettlAunairs
Guild v. Google, Inc.No. 05 CV 813@DC) (S.D.N.Y. Sept. 8, 20092009 WL 2980740available at
http://thepublicindex.org/dodstters/antitrust_profs.pdf.

182 Dawn Kawamoto & Anne BroachETC Allows GoogleDoubleClick Merger to Procee@€NET
News, Dec. 20, 2007, http://news.cnet.com/Falibws-Google DoubleClickmergerto-proceed/2100
1024 36 22363 1. ht ml (describing U.S. authoritiesd bl es:s
obtained in Europe SeePress Release, Europa, Mergers: CommisSiearsProposedAcquisition of
DoubleClick by Google (Mar. 11, 2008)available at http://europa.eu/rapid/pressReleasesAction
.do?reference=IP/08/426&format=HTML&aged=0&language=EN&guiLanguage=en%3Ehttp://europa.
eu/rapid/pressReleasesAction.do?reference=1P/08/426&format=HTML&aged=0&language=EM&guiL
nguage=en ( i TehdecisiGotonctearsthe ipropesed merger is based exclusively gm its a
praisal under the EU Merger Regulation. It is without prejudice to the mergedeabtigations under
EU legislation in relation to the protection of imluals and the protection of privacy with regard to the
processing of personal data and the Member Stmeéemerti ng | egi sl ati on. o) .

183 Ep|C, supranote17.

184 SeeComplaint and Request for Injunction, Request for Ingatibn and for Other Reliefn re
Google Inc. and DoubleClick, Inc.No. 070170 (FTC Apr. 20, 2007), available at
http://epic.org/privacy/ftc/google/epic_complaint.pdf 9 [hereinafter Google, Inc. and DoubleClick
Complaint].

185 Seesiva VaidhyanathariThe Googlization of Everything, Google and DoubleClick: A Bigger
Antitrust  Problem than | Had Imagined, http://www.googlizationofeverything.com/2007/
10/google_and_doubleclick_a_bigge.php (Oct. 21, 2007, 16:05 EST).

188 peter Swire,Protecting ConsumersPrivacy Matters in Antitrust AnalysisCTR. FOR AM.
PROGRESS Oct. 19, 2007 http://www.americanprogress.org/issues/2007/10/privacy.fitalics omt-
ted).
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more cookies on an individual computers, and receives detaiiefbrmation
about which sites the person visits while surfing. DoubleClickibesad in-
formation about an individué actions, with its leading ability to pinpoint
where a person surfé.

Initial points of contention include (a) the definition of thedgucts at
issue and (b) how to weigh the costs and benefits of a merger. The co
bined company would have different segmentdi@afstomers in a two
sided markét® (1) searchers trying to find siteend (2) acbuyers trying to
reach searchers. Swicentendsthat many people care about @dy, and
f[i]t would be illogical to count the harms to consumers from higher prices
while excluding the harms from privacy invasiénisoth sorts of harmser
duce consumer surplus and consumer welfare in the relevaketd'd

However, the web searcher category not only consists of consumers
who care about privacy, but also includes many people who do not highly
value it or who actively seek to expose their information in order to receive
more targeted solicitations. Aarding to Eric Goldmais work on persaa-
lized search, some may even consider the gathering of data about them to be
a service? The more information is gathered about them, the better i
mediaries are able to serve them relevant ads. Many economaisnafd
web publication assume that usépsyo for content by viewing ad$t they
may effectively pay less if the advertisements they view bear some relation
to things they want to buy. So while Swire models advertising and data co
lection as a cost to bendured, Google and DoubleClick argue that their

187 Swire, supranote186. Accor di n dghe mesgerSsvapproeed, thén[indiyiduals using

the market | eader in search may face a semarch produ
formation. For the many millions of individuals with high privacy preferences, this may be a significant

reduction in the quality of the search produsearch previously was conducted without the combined

deep and broad tracking, adad now the combination wi

188 For a definition of twesided market, see Nicholas Economides & Joacim WégNeutality on
the Internet: A TweSided Market Analysis (NET Inst, Working Paper No. 645, N.Y. Univ. Law and
Econ, Research Paper No.-@D, 2007) available athttp://papers.ssrn.com/sol3/papers.cfm?abstract_id
=1 0 1 9 1PAatfornisfsdll Internet acceservices to consumers and may set fees to content and appl
cations providers 6on the other sided of the Intern
attending to ads, and -gmlirchasers pay Google for the chance to geiewerattenton.

189 Swire,supranote186.

190 Eric Goldman,A Coasean Analysis of Marketing006Wis. L. Rev. 1151, 11626 4 (A Thr ee
components determine an individual consuimetility from a marketing exposure: (1) thensumets
substantive interest in the marketing, (2) the conséemamsubstantive reactions to the marketingoexp
sure, and (3) the attention consumed by evaluating and sorting the marketifgy} consumer may
derive utility from the rote act of bagncontacted by marketers or exposed to the marketing, regardless
of the marketing content. o).

191 David S. EvansThe Economics of the Online Advertising Indus#REV. NETWORK ECON.
359,359(2008),available athttp://www.bepress.com/rne/vol7/iss3i@escribing how many of the top
websites have -tavddo pntoedde It hweh efrfer etehe publ i sher generat
readers but then sell that traffic to advertisers).
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tracking (and the ads that result from it) are a service to custéthdiseir
arguments prevailed, and Google officially acquired DoubleClick in
20081

Antitrust law is ill prepared to handle fanarked where some perce
tage of consumers consider loss of privacy a gain and others consider it a
loss. Economic reasoning in general falters in the face of externdlities,
but usually we can all agree that, say, pollution is a harm (or negative exte
nality) and fowers are a boon (or positive externality). Privacy preferences
are much more idiosyncratic.

Critics of the merger do have a respottsthis problem of diverse e
ferenced they canshift from characterizing lost privacy as a cost of web
searching tadescribingit asa reduction in the quality of the services o
fered by the merging entitiés. Doug as Kysar 6s wdr k on
process distinction is encouraging hetéysar has claimed that consumers
should have a right to make choices of productsdasehow the products
are made, not just how well they wdfk. Kysar arguedin favor of a-
knowledging and accommodating [consumer] processenamefes within

192 seelnterview by Robert Siegel, NPR, with Eric Schmidt, CEO, GodglQ: Google Knows A

Lot About You, Then Forget®ct. 2, 2009)available athttp://www.npr.org/templates/story/story.php?
storyld=113450808 i We wor k really, r e a.l.l[Ujserh cam eht@lytoptingri ve you c
opt out or opt for somethig i n bet ween when it comes to &oogle sav
tion marks omitted)). But Schmidt has also advisessco mer s t hat A[i ]Il f you have
dond want anyone to know, maybe you shoddre doing it in the first place.. [T]he reality is that
search enginésincluding Googlé do retain this information for some time and itmportant, for e-
ample, that we are all subject in the United States to the Patriot Act and it is possible that allrthat info
mation coud be mde avail able to the MyuRedction fotEiiceSshmiplt Bruce
http://lwww.schneier.com/blog/archives/2009/12/my_reaction_to.html (Dec. 9, 2009, B3R Zqua-
ing Eric Schmidt).

193 SeePress Release, Google Inc., Google Closes Aciuis@f DoubleClick (Mar. 11, 2008)
available athttp://www.google.com/intl/en/press/pressrel/20080311_doubleclick.html

104 CompareMark A. Lemley,Property, Intellectual Property, and Free Riding3 TEX. L. REV.
1031, 1 0 4Tangibl@ rdpérty lawalso implicitly rejects the idea that owners are entitled to
capture all positive externalities. If | plant beautiful flowers in my front lawn, Bdeapture the full
benefit of those flowers passerdy can enjoy them tooBut property law doeghgive me a right to
track them down and charge them for the priviledgleough owners of property once tried unsusités
ly to obtain such arigii. ( f o ot n o twittsHEL0ER isupta eotk 15p, at 194 (discussghow
business improvement districts force holdouts to help fund aesthetic improvements in theirrneighbo
hoods).

195 Swire, supranote 186. Both Supreme Court precedent and DOJ guidelines supportpthis a
proach SeeNat 6 | Soco6y of Profdl Engdrs v. United States,
that competition is the best method of allocating resources in a free market recognizes that all elements
of a bargaid quality, service, safety, and durabifityand not just the immediate cost, are favoralfly a
fected by the free opportunity to select among alternative offéds S. DEPGr OF JUSTICE, HORIZONTAL
MERGERGUIDELINES § 4, at 3032 (1997) (efficient market behavior is indicated by lower prices, new
products, and fAi mproved qualityo).

196 Douglas A. KysarPreferences for Processes: The Process/Product Distinction and theaRegul
tion of Consumer Choicd18HARV. L. REV. 526,529(2004 ( &Jonsumer preferences may be Visa
influenced by informationregr di ng t he manner in which goods are pr.
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policy analysis, given the potential significance that suefepnces may
serve in the futuresaoutlets for publianinded behaviod®” Nevertteless,
the valuation problems here are daunting. How are we to determine how
much consumers are willing to pay to avoid privacgding compnies?
Perhaps, as Lisa Heinzerling and Frank Ackerman suggetstein
book Priceless we should stop even trying to pretend that these decisions
can be made on anything approaching a purely economic'tfaBisgaging
inacositbenefit analysis diminishes priva
many scholars have compalily argued for broader foundations fomto
petition law, the mainstream of contemporary antitrust policy in the United
States cannot accommodate such conc&ms.n t it sunomsim Bosuiis
the maximization oficonsumer welfaré,and this measure of effamcy is
notoriously narrow” For example, the DOJ was hgiessed to amjjuae-
ly factor in a basic democratic commitment to diverse communicative
channels during manyedia merger¥?

19714, at 534.

198 Christopher Yoo has demanded this kind of accounting in the context of net neuBakiyoo,
Beyond Neutralitysupranote 106, a t Thérelis nothing incoherent about imposing regulation to
promote values other than economic welfare. [but] such a theory must provide a basis for qugntif
ing the noneconomic benefits and for determining when those benefits justify the economidcpsts

199 FRANK ACKERMAN & LISA HEINZERLING, PRICELESS ON KNOWING THE PRICE OFEVERYTHING
AND THE VALUE OFNOTHING8I9 (1993) (fiThe basic problem with narr
and environmental protection is that human life, health, and natnnetche @scribed meaningfully in
monetary terms; they are priceless. When the question is whether to allow one person to hurt another, or
to destroy a natural resource; when a life or a landscape cannot be replaced; when harms stretch out over
decades oeven generations; when outcomes are uncertain; when risks are shared or resources are used

in common; when the people O6buyingd harmsd have no

then we are in the realm of the priceless, where market valuess thitlei about the social values at

stake. 0) . As Elizabeth Ander s ethingna partiautargvayerd , A[t] o

volves a complex of standards for perception, emotion, deliberation, desire, and condagirdssand

thereby comunicate oné regard for the objel® i mp o r ELIAABECH2 ANDERSON VALUE IN

ETHICS ANDECONOMICS11 (1993).1 t i s often difficult or i mpossible

tion, deliberation, desildatll, &i1@ conducto in monetar
200 SeeRICHARD POSNER ANTITRUST LAW, atix ( 2d ed. 2001) (AAl most everyc

involved in antitrust today whether as litigtor, prosecutor, judge, academic, or informed obsérver
not only agrees that the only goal of the antitrust ldvaikl be to promote economic welfare, but also
agrees on the essential tenets of economic theory that should be used to determine the consistency of

specific business practices with that goal . o).
201 geeMaurice E. StuckeBetter Competition Advocac$2 ST. JOHNGS L. REv. 951, 1001 (2008)
(observing the primacy of allocative effia@a ency in

tive efficiencybds fa-ade of...paold iSeeasddierE. Cdhen, [ many ] I
Network Stories70LAW & CONTEMP. PROBS 91, 92 (2007) i What makes the network g
be defined by generating richly detailed ethnographies of the experiences the network enables and the
activitiesit supports, and articulating a normative theory to explain what is good, and worth preserving,
about those experiences and activities. o).

202 5eeC. Edwin BakerMedia Concentration: Giving Up on Democra®&aAFLA. L. REv. 839, 857
(2002) ( n[ HBdtithust focus apdbwerorer pricingcan be distinguished froppwer over the
content available for consumer choick the currently dominant paradigm, a merger thamatically
reduced the number of independent suppliers of a particatagory of cotend say, news or local
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Given antitrust doctrineds pronounc
cultural and political consequences of concentrated corporate power, the
Bureau of Competition and the Bureau @oBomics within the FTC are ill
equipped to respond to the most compelling issues raised by search e
gines?® The GoogléDoubleclick mergerproceedings ultimately ended
with an overwhelming win for Google at the FT¢€.This outcome was all
but inevitable given the foundations of contemporary antitrustride
and is the logical outgrowth of overreliance on legal econonamryhthat
uncritically privileges market outcomé$. As long as contemporary do
trine holds that antitrust is singularly focused on fibensumer welfarea
proposed transaction will generdteantitrust policymakers will be unable
to address the cultural and political sequences of consolidation in the
search industry.

Antitrust challenges to the proposed settlement of a copyright lawsuit
by authors and publishers agedikelyst Goo
to be similarly constrained® As in the GoogleDoubleclick merger, the

news or Black activishews creates no antitrust problem if, as likely, it does not lead to power to raise
prices. o0).

203 5eeSTATEMENT OF THE FEDERAL TRADE COMMISSION CONCERNING GOOGLE/DOUBLECLICK,

FTC File No. 0710170 (FTC Dec. @, 2007),available athttp:/ftc.gov/os/caselist/0710170/071220
statement.pdfhereinafterSTATEMENT OF FTC CONCERNING GOOGLEDOUBLECLICK] (AAIl tithough [ pr
vacy concerns] may present important policy questions for the Nation, the sole purpose of federal ant

trust review of mergers and acquisitions is to iden

204 1y

205 Maurice Stucke describes and critiques this bias in some d&@dStucke,supranote201, at
1031 (deschi ng a fAmi shmash of neocl as s-swnaxdmpeaitoo andmi ¢ t heo
normative weiging of the anticompetitive etheréabeadweight welfare lo8sagainst the conjectures
of procompetitive effici enciweandtheory)t Amohgehis mampie of t oo
portant contributions to the literature, Stucke makes it clear that competition policy includes far more
goals and tactics than antitrust enforcement aldtheat 987 1008.

206 Reza DibadjBeyond Facile Assumptions and® i c a | Assertions: A Case fo
Economics 06 2J0ABB. REV.1 155, 1161 (A[T]hree of the most bas]
[law & economics] enterprigethat people are rational, that ability to pay determines value, and that the
common aw is efficiend whi | e couched in the metaphor Butof scienc
seeJAMES R. HACKNEY, JR., UNDER COVER OF SCIENCE AMERICAN LEGALT ECONOMIC THEORY AND
THE QUEST FOROBJECTIVITY 164/ 66 (2007)( des cr i bi ng t he foadentthe bcbpe ofmo v e me nt
legafeconomi c theory under the rubric of socioeconomic

207 seeleegin Creative Leather Prods., Inc. v. PSKS, Inc., 551 U.S. 877, 906 (2007) (ackgowled
ing the economic foundations of U.S. antitrust law).

208 The Antitrust Division ofthe U.S. Department of Justice has weighed in to object to the-settl
ment as it was presented to the court, and Judge Denny Chin ordered the parties to renegotiate its terms
in October and early November 2009 in order to respond to these and other objedidoko Rich,

Google and Authors Win Extension for Book SettleppéM. TIMES, Nov. 9, 2009, at B&vailable at
http://lwww.nytimes.com/2009/11/10/technology/companies/10gbooks.htmi?Brahdon Butler, The

Google Books Settlement: Whols Filing and What Are They Saying i2,
http://lwww.scribd.com/doc/20371700/H@&oogle Books SettlemerdWho-Is-Filing-And-WhatAre-

They-Saying (last visitedMar. 12, 2019( i On Sept ember 18, 2009, the Depar
Interest arguing that the terms of tBettlement do nat.. adequately represent the members of the

class. . . [and] that the Settlement is im#on with the tenets of copyright law and that it creates serious
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privacy implications of Googl ®0s pr oy
found?® Anyone who cares about publigput into the future of access to

knowledge should approach the potential deal here wétigven if he

prospect of constructing agtial library of Alexandriatemptsscholas.**

As Harvard librarianRobert Darntonhas argued, only a naive optimist

could ignore the perils of having opeofit-driven companyeffectively en-

trusted with a&comprehensive collection of the woiidhooks?*?

When publishers challenged Googl ebs
hoped thatpublic interest groups could leverage copyright challenges to
Googleds book search program to pr omo
condition a preGoogle fair use finding onniversal access to the contents
of the resulting database. Landmark cases $ikay v. Universaf set a
precedent for taking such broad public interests iotmant in the course
of copyright litigatior?** Those who opt out of the tlement may be abl
to fight for such concessions, but for now the battle centers on challenges to
the settlement itself.

Both James Grimmelmafthand Pamela Samuelson have suggested
severalprinciples and recommendatiotes guide the court which muspa

probl ems wunder anThe DOJenpsessed dssatisfactioni twre |tthe )parti esd mos
proposed settlement, as welbeeCedlia Kang,J udge Puts Off Ruling on Googl €
Book SettlementWasH. PosT, Feb. 19, 2010available at http://www.washingtonpost.com/wp
dyn/content/article/2010/02/18/AR20021800944.html?hpid=moreheadlines.

209 Electronic Frontier Foundation, Google Book Search Settlement and Reader Paiaiahle
at http://www.eff.org/issues/privacy/googlmok-searchsettlemeni(last visited July 11, 2010). Asia
thor Michael Chabom r g u ftteere is fid privacy of thougl® which includes implicitly the right to
read what one wants, without the approval, consent or knowledge of dthitwesn there is no pracy,
per i old.. O

210 1 response to the proposed Google Books Settlemeamy substantive objections have been

filed to be consirdegedthatthe fibapreesdeheinal judi:
Butler, supranote208( A T h e .. chasuecdived a lge number of filings both from classembers
and from other interested parties. o).

211 See, e.g.Diane Leenheer Zimmerma@an Our Culture Be Saved? The Future of Digitat-A

hiving, 91 MINN. L. REv. 989, 99091 (2007) (looking at the Google Book Seapehject as a means of
saving culture and fAexplor[ing] whet her saving cult
goal so) .

212 Robert DarntonThe Library in the New Ag&5N.Y. REV. BOOKS, June 12, 2008, at 38vai-
able athttp://www.nybooks.corarticles/21514

213 SonyCorp. of Am. v. Universal City Studios, Inc., 464 U.S. 417, 442 (1984).

214 Frank PasqualeBreaking the Vicious CircularitySonyd s Contri buti onc-to the F
trine, 55 CASEW. Res. L. Rev. 777, 790 (2005)see alsdcSony Cop. of Am, 464 U. Blotheat 454 (i
extent timeshifting expands public access to freely broadcast television programs, it yields societal be

efits.. .. [T]he public interest in making television broadcasting more availablesupports an inte
pret ation of the concept of Of aimonswatasdne liktiaodof r equi r es
harm before he may condemn a private act of-Sméingasawl at i on of .feder al Il aw. 0)

215 james Grimmelmann is an Associate Professdreat York Law Schooland a member of its

Institute for Information Law and PolicyHe organized the foremost conference on the Google Book
Search Settlement and maintains an online compendium of documents related to it, called The Public
Index. Seehttp://thepubicindex.org/ (last visitedar. 12, 2010.
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prove the settlemeAt® Gr i mmel manndés wor k hmas focu:
titrust issuest” while Samuelson has concentrated on the concernsaef ac

demic authorg'® Grimmelmann has succinctly summarized the eettl
settement 6 s potenti al threats to innovat
for book ndices, and books themselves:

The antitrust danger here is that the settlement puts Google in a higlly priv

leged position for book search and book sales.The authors and publishers
settled voluntarily with h@oddlle,oflfuwtr tshe
terms, or any terms at all, to anyone else.[They] could unilaterally decide

only to talk to Googlé*®

Grimmelmann proposes several methods of assuring that the publishers will
deal with other book search servié&s. Grimmelmam suggests an
f{aJntitrust consent decreeand finJondiscrimination among copyright
owner® as potential responses to the issues raised by the settfment.
Most of his proposal reflects a policy consensus that presumes competition
is the ideal solution tabuses of power onlirfé.

Yet there are many reasons why competition is unlikely to arise in
book search services, even if the settlement is altered in order to promote
it.?? Licensing costs are likely to be a substantial barrier to entry. A key to

216 seePamela Samuelso@oogle Book Search and the Future of Books in CyberspdddInN.
L. Rev. (forthcoming, 2010)available athttp://digitatscholarship.org/digitalkoans/2010/01/13/goegle
booksearchandthefutureof-booksin-c y ber space/ (di scussing td&te HfAsix c:
tions that have emerged about the settlememnteflected in the hundreds of objections and numerous
amicus curiae briefs filed with the court responsible for determimhether to approve the settl
ment 0); P a melkgally Speakinge The @ead,Souls of the Google Booksearch Settl&thent
Comms. ACM, July 2009, at 28, available at http://papers.ssrn.com/sol3/papers.cfm?abstract_id=
1387782.
27 See generallydanes GrimmelmannHow to Fix the Google Book Search Settlemdi2t J.
INTERNETL., Apr. 2009, atl (arguing that the Google Book Search antitrust case settlement should be
approved with additional measures designed to promote competition and protect cajisumer
218 | etter from Pamela Samuelson, Richard M. Sherman Distinguished Professor of LawsiUnive
ty of California, Berkeley School of Law, tdon. Denny Chin, Judge, S.D.N.Y. (Sept. 3, 20G8)ia-
ble at http://www.scribd.com/doc/19409346/Acaderfiathor-Letter090309 (urging the judge to
condition fAapproval of the Settlement Agreement on
that the Agreement wildl be fairer and more adequate
219 james Grimmelmannin Google We Antiust, TPMCAFE Book CLus, Jan. 15, 2009,

http://tpmcafe.talkingpointsmemo.com/2009/01/15/in_google_we_antitrust
220
Id.

221
222

Grimmelmanngsupranote217, at 15.
Grimmelmann does also propose some revisensténat would not be primarily designed e i
centivize the development of new alternatives@Google Book Sear¢hfor example, he proposes
fi Jidrary and reader representi on at t he [Book Rights R]Jegistryo th
of the settlerant. Id.
228 geeBracha & Pasqualsupranote65, at 1152( i Though t he mar keth-choices
nological developments constrain search engine abuse to some extent, they are unlikely to vindicate
[certain social] valug.... 0) ; F r a nSeverPReasqns &l Deybt Competition in the General
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compdition in the search market is having a comprehensive database of
searchable materials; the more these materials need to be licensed, the less
likely it is that a second comer can set up its own book archive. As scholars

have demonstrated, deals like Gbog6 s pr oposed settl emel
copyright hol der s 6 ¢ Moreavsr, ifnavationlini c e n s i
search is heavily dependent on having an installed base of users that effe

tively fitraino the search engine to be respongtveThe more sealcque-

ries an engine gets, the better able it is to sharpen and perfect its
algorithm?*® Each additional user tends to decrease the cost of a better
quality service for all subsequent users by contributing activity that helps

the search engine differentigtetween high and low quality organizational
strategie$?” Thus, incumbents with large numbers of users enjoy substa

tial advantages over smaller entraniestrictive terms of service also deter
competitors who aspire to reverse engineer and develogr lvettsions of

such service¥® In general purpose search, users cannot reproduce, copy,

or resell any Google service fanyreason, even ithe behavior is manual

and nowlisruptive?® Another section proscribefcreat[ing] a derivative

work of...the Softwared™® Advertisers face other restrictions, as

Search Engine MarkeMADISONIAN, Mar. 18, 2009 http://madisonian.net/2009/03/18/seveasons
to-doubtcompetitionin-the-generalsearchenginemarket

224 geeJames GibsorRisk Aversion and Rights Accretion in Intellectual Property LAWY ALE
L.J. 882, 884 (2007) (describing how the decision as to whether to fight for fair use or license a cop
righted work can be difficui be cause t he penal ti ecudefsuracompedsr i nge ment
ry damages and injunctive reliefod). The existence
that wuses should be licensed: Ailc]l]ombine these doct
risk aversion that pervadegyk copyright industries, and the result is a practice ofrsecuopyright
l'icenses even whHhde NowtmanGoogle bas ageeddodicensd the books that will be
indexed in its book search, it is likelier that potential new entrants wdtirio license these books as
wel | . Given the | awés dependence on industry pract
legal case for free use of the relevant works has weakened.

225 James Pitkow et alRersonalized Searci5 Comms. ACM, Sept. 2002, ab0 (discussing &+
thods of personalizing search systems); Elinor MiBgogle Automates Personalized Seal€NET
NEws, June 28, 2005, http://www.news.com/Goeglgomategpersonalizeesearch/210A032_3
5766899.html (reporting that Googleuncheda new version of its personalized search that monitors
previous searches to refine future results)

2For example, if 100 people search for fAalternat.i
gine on a given day and all pick the thrahkedresult, the search algorithm may adjust itself and put
the thirdranked result as the first result the next day. The-u®eti search engine will have more data
to tweak its algorithms than its lessed rivals.

227 Eor a fuller explanation of one facettbfs process, see the discusssoipranote50 (describing
fine-tuning of results via personalized search).

228Though the precise terms of service of Google B«
moregeneral terms of service are not promising. Gdbglee r ms of service prohibit a
terferes with or disruptso Googlebdbs services, net we
§5.4(Apr. 16, 2007), http://lwww.google.com/accounts8.0Repeated queries to the service necessary
to gather data on its operations may well violate these terms.

229 14.§5.5.
230 14. §10.2. Together, these sections of the TOS explicitly forbid much of the data harvesting that
might be necessary forriveli r ms t o i ncrementally innovate beyond
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Googl eds AdWords API fiTreprendse & doemrdiitsiea re
to eficiently copy their ad campaigns to other provid&s. All of these
factors militate against robust competition in the comprsive book
search field.

Quantum leaps in technology capable of overcoming these brutke disa
vantages are unlikely, particularly because search is as muchpaiosaia-
lized serviceas it is about technical principles of information organization
and retreval?®* Current advantagie search is likely to be setéinforcing,
especially given that so many more people are using the services now than
when Google overtook other search engines in the early 2800s.

What does an online world featuring an entrenciBmbgle Book
Search as gatekeeper look like? Initially, it will prove a vast improvement
on the status quo of bulky, harolacquire, physical copies of books. But
when we consider the ways in which knowledge can be rationed for profit
some worries arise Google plans to monetize the book search corpus, and
one predictable way of increasing its value is to make parts of it unavailable
to those unwilling to pay high licensing fees. If the settlement were a
lowed to charge such fees in an unconstrainednera unmoored from the
underlying costs of operating the project, Google would essentiallx-be e
ploiting a public easement (to copy books) for unlimited private gain. The
Open Content Alliané& has questioned the restrictive terms of tha-co
tracts that @ogle strikes when it agrees to scan and create a digitl dat
base of a [ Dhosa restrittve térrosufdsisadow potential
future restrictions on book search servicd$e proposed deal raisesnfu

services. Commercial scraping of data, such as the use of software to automaticallyamfhemdhe
Google service by a competitor to establish a rival search engine, isifgotily multiple sections.
Section5 . 3 woul d proscribe both the automat irfcacdeat a col |

for accessing Googlebs dat wfB83 e, regardless of the
231Edelman,supranotel?g(arguing that fAGoogleds restg-ictions c
er smpaigna..hi nder competition in | nt erabwhich Paoflesserr t i si ngo

Edelman was to testifwas cancelledhe has documented these probleimsome detail at his visite,
http://www.benedelman.org
2 BATTELLE, supranote35, at 8 (describing how personalized search enhances the value of search
engines to both users and advertisers). Due to trade secreéypbissible for policymakers to stiov-
er how much of the intemmedyeaeyd®si suerctisse i genmiues ,t o
due to the collective contributions ofmputersl | i ons of
233 SeeRANDALL STROSS PLANET GOOGLE 98 (2008)(describing success of YouTube, a subsidiary
of Google).
234 Open Content Alliance Home Pagdwtp://www.opencontentalliance.of¢pst visitedMar. 12,

2010.

25 gee Open Content Alliance, Let 6s Not Set t | dtlemertor Thi s
http://www.opencontentalliance.org/2008/11/05Aet¢-settlefor-this-settlement(last visitedMar. 12
20100 (AAt its heart, the settlement agreement grants

commercial model for accessing boolsre-conceives reading as a billable event. This reading event
is therefore controllable and trackable. It also forces libraries into financing a vending serviee that r
quires they perpetually buy back what they have already paid for over many yearefof colle-
tion. o).
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damental questions about the proper scopeighfe initiative in organizing
and rationing access to knowledge.

Well-funded libraries may pay a premium to gain access to all sources;
lesser institutions may be granted inferior access. If permitted to become
prevalent, such tiered access to infolimratould rigidify and reinforcexe
isting inequalities in access to knowledgfelnformation tiering inequitably
disadvantagemsany groups, promoting the leveraging of wealth into status,
educationalor other occupational advantage. Information is ndy om
trinsically valuable, but also can be a positional good, useful for scating a
vantages over other8’

Admittedly, Google Book Search has already proven a great resource
for scholars. It has mad#ook learning accessible on a new, worldwide
scale, dspite the great digital divide that separates the poor from tine co
puterizedd® Current access to knowledge is stratified in many troubling
ways; the works ofJohn Willinsky®® and Peter Subéf® identify many
troubling current forms of tiering that pale befothe present impact of
Google Book Searctf: Given the aggressive pricing strategies of many
publishers and content owners, Google Book Search is a vital alternative for
scholars.

28 Frank PasqualeTechnology, Competition, and Valuy@&MINN. J. L. Scl. & TECH. 607, 608
(2007) (explaining how fimuch technology is used not
help its user gain advantage overeoths 0 ) . F o r -preparatiorp tecanogiesi [. ¢rdatfe t
inequalities; students able to afford tpséparation courses, such as those offered by Kaplan, hae a d
finite advantage over those wdat6ld(mternabcitationartie access
ted).

=1 Harry Brighouse & Adam Swiftzquality, Priority, and Positional Good416ETHICS 471, 472
(2006) (A[Positional goods] are goods with the prop
good af f esluts positionendttsrespebt to its value. The very fact that one is worse off than
others with respect to a positional good means that one is worse off, in some respect, than one would be
if that good were distributed equally. So while it might indeegérverse to advocate leveling down all
things considered, leveling down with respect to positional goods benefits absolutely, in some respect,
those who would otherwise haverodertysasd ReldtieerStatost her s . 0)
107MicH. L. Rev. 757, 757 (2009) (A[P]lerhaps the pmost ubi gl
erty communicates have to do with relative status, with theemaatworld defining and reinforcing a
variety of economic, social, andleuu r a | hi er ar cHmankgAse.Concerns Roouh Retative H .
Income Relevant for Public Policy?: Positional Externalities Cause Large and Preventable Welfare
Losses95AM. ECON. REV.1 3 7, 137 (2005) (A[E]Jconomic models in
not only on absolute consption, but also on relative consumption identify a fundamental conflict
betweennd i vi dual and social welfare. o).

28 Darnton,supranote212, at 76.

29 JoHN WILLINSKY , THE ACCESSPRINCIPLE S (2005) (ds cr i bi ng extreme #Adigita
tween those most connected to information resources and those cut off from them).

240 gee generallyPeter SuberOpen Access Newshttp://www.earlham.edu/~peters/fos/fosblog
.html. Suber is a leader of the open acecessv e me nt , whi ch aeviemgd stientifici [ p] ut [ ]
and scholarly literature on the internet[,] [m]ak[e] it available free of charge and free of most copyright
and licensing restrictions[,] [and] remov[e] thetha er s t o seldi ous research. o

241 s id. (chronicling on a daily basis news and controversies related to open access to scholarly
materials on the Internet).
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Nevertheless, there is no guarantee in the current version of tlee settl
ment that Google Book Search willeserve its publicegarding feature’?
It may wel | end up |like the powerf ul
the American health care $gm that started promisingly, but have evolved
to exploit their intermediary relin troubling ways$*® Googleis more than
just one among many online service providers jostling for a competitive
edge on the web. It is likely to be the key private entity capable of ¢cempe
ing or cooperating with academic publishers and other contewidprs.
Dedicated monitoring and regulation of the settlement terms now could
help ensure that book digitization protects privacy, diverse stakehalder i
terests, and fair pricing of access to knowledge. Alliances between Google
Book Search and publistseedeserve public scrutiny because they permit
private parties to take on what have often been public functions af dete
mining access to and pricing of information. Whéregulatory cop-
righto*** has answered such questions with colepty licenses?® the nev
alliances aspire to put into place a regime of ceudssidization resiant to
public scrutiny or input!® Given the vital public interests at stake in the

22 Siva Vaidhyanathan, The  Googlization  of  Everything Global  Google,

http://www.googlizationofeverything.com/2009/01/baiducom_aedusf_rigging_se.php (Feb. 19,
2009, 14: 20 EST) (A6Public failuredo [is a] phenome
created by incompetent or gutted public institutions. A firm does this not for immediate rent seeking or
even revenue geration. It does so to enhance presence, reputation, or to build a platform on which to
generate revenuetar or el sewher e. ltds the opposite of O6mar
Google does. o0) .
243 Eor background on group purchasing organiretjseeS. PRAKASH SETHI, GROUPPURCHASING
ORGANIZATIONS: AN UNDISCLOSED SCANDAL IN THE U.S. HEALTH CARE INDUSTRY 122 (P&
grave/ MacMillan 2009) (AThe benefits of itommbined pu
where the middlemen . . . contrblet entire process through restrictive arrangements with suppliers and
cust omer s. 0) .
244 SeeJoseph P. LiuRegulatory Copyright83N.C. L. REv. 87,91 (2004) (describing the growth
and scope of compulsory licensing statutes that provide for compengatioopyright holders while
derying them the right to veto particular uses of their work).
245 Marybeth Peters, the .B. Register of Copyrights, has objected to the proposed Google Books
Settlement on the grounds that it would violate traditional nornsepération of powers in copyright
policy. SeeHearing on Competition and Commerce in Digital Books: The Proposed Google Beok Se
tlement Before the H. Comm. On the Judiciddylth Cong. (2009)s(atement oMarybeth Peters, Re
ister of Copyrights)available athttp://judiciary.house.gov/hearings/pdf/Peters090910@d2( il n t he
view of the Copyright Office, the settlement proposed by the parties waaidaeh on responsibility
for copyright policy that traditionally has been the domain of Congres3ie are greatly concerned
by the partiesd end run around | egislative process
shouldbeeqidhy concerned. o) .
246 Google considers its pricing and ranking decisions a closely held tradesacrasertion that
would seem very strange if it came from a public libraBeePamela Samuelsosoogle Bookss Not
a Library, HUFFINGTON PosT, Oct. 13, 2009, http://www.huffingtonpost.com/pamela
samuelson/googibooksis-not-a-lib_b_317518.html( lfibraries eerywhere are terrified that Google
will engage in pricegouging when setting prices for institutional subscriptions&Smdgle Book Search]
contents. 0) .
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development of this information infrastructure, monitoring is VifalEx-
tant law provides littl@assurance that it will actually occur.

I1l. WHAT COMPETITION AND INNOVATION MISS

The last section has described shortcomings of mainstream debates
over net neutrality and Googlebs grow
in two senses. They are incompletedngse they are primarily focused on
the current and potential travails of online businesses (rather than those of
individual Internet users). They are also partial in the sense of being biased,
because they assume a methodological individualism that relsstheso-
cial values at stake in the development of communications infrastructure.
This Part responds to both biases by exploring the limits of individualism in
responding to problems of privacy and consumer protection. Thermare i
portant structural silarities between ISPs and search engines. In each
realm, dominant intermediaries tend to gain more information about their
users, while shrouding their own business practices in secrecy. Intermet po
icy needs to address the resulting asymmetry of power

A. Privacy: An Irreducibly Social Practice

Leading scholars have modeled privacy as a purchasable commodity
as with other productdividuals hae varying preferences and abilities to
pay for more or less priva&f On this economistic view, firms will
emerge to compete to offer more or less privacy or will providstoooers
with varousfiprivacy settinggto permit them to tailor their online services.
Unfortunately, each of these assumptions is problematic, elpesgtzen
we reflect on the zersum naure of reputational capital in many settings.

Competition is often elevated as a solution to the privacy problem, but
few Internet intermediaries do (or even can) compete to grant users more
privacy. While net neutral onmpet-6 s oppc
tion as a curall for years, ninetfour percent of broadband users have, as
Professor Tim Wu notes, a choicefakro, one, or twcarriers?*® Even in
the more competitive mobile market, it is virtually unheard of for consu

247 In other work | have proposed the creation of a fApublic

duce the need for monitoring of private entitieSeeFrank Pasqualefhe Troubling Consequences of

Trade Secret Protection for Search Engine Rankimg$HE LAW AND THEORY OF TRADE SECRECY: A

HANDBOOK OF CONTEMPORARY RESEARCH(Rochelle C. Dreyfuss & Kathime J. Strandburg eds.dE

ward El gar Publishing, forthcoGobgedgatiddemgn s@i Li ke pri

ing between consumers and producers of knowledgelf search engines consistently block or

frustrate measures to incredkeir accountability, governments should seriously consider fundibg pu

l'ic alternatives. 0). This Article assumes that suc

future.
248 gee, e.g.Richard PosnemBlackmail, Privacy, and Freedom of ftoact 141 U. PA. L. Rev.

1817, 1822 (1993) (discussing blackmail as a payment for secrecy).

249 seau Statementsupranote72, at 45.
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ers to bargain for morer less privacy, or for carriers to compete on those
terms.

Instead, carriers are beginning to compete in ways that are corrosive to
privacy. As Paul Ohm has documentedib]roadband ISPs
have. . . search[ed] for new sources of revenue[ b y ]dingduser a-
crets for cash,d which Googl edias pro
While user protests have deterred the most abusive practices, Ohm predicts
thatAlSPs, faced with changes in technology, extraordinary pressunes to i
crease revenuesh@ murky ethical rules, will continue aggressively 16 e
pand network monitoring?®* Antitrust law has been slow to recognize
privacy as a dimension of product quality, and the competition thab-t pr
motes can do as much to trample privacy as to protect it.

Intermediary competition is supposed to provide users with mane co
panies offering more options. However, competition is based primarily on
immediately experienced aspects of the service, such as price and speed.
The prospect of altering the terms ehdce for an intermediary like Fac
book or Google is beyond the ambition of almost all u¥érs.

Even intermediaries with intai mate Kk
tions with family and friends have tended to assert almost unlimited powers
over usemgeneratedcontent®®* The social networking site Facebook a
tempted to legitimate this power by ctieg a system that allowed itsers
to fivoted for changes to the terms of service before they areemmited>

250

Ohm,supranote36,atY (descri bing the many commeor ci al pre:
netize[] behavioral data at the expense of user pri"
21 14. at 24;see alsalon D. MichaelsA| |t he Pr esi diPublic ®lig&peiPars : Pri vat

nerships in the War on Terrp86 CAL. L. REV.9 0 1 , 913 ( 2Qvesyfornten CED chave d ,
explicitly alleges that the NSA retaliated against his uncooperative firm by canceling contracts worth
hundreds of mi |LesliecQadey,NSA Has dbskive rDatabasg pf Amergah P hone
Calls, USA TODAY, May 11, 2006, at Al. sudogésedth@we dredad Securi
fusal to engage in certain forms of surveillance] might affect its ability to get futuréfieldsgork with
the government.Like other big telecommications companiefQwestalready had cksified caotracts
and hoped tdo get more. o

252 Mark A. Lemley, Terms of Use91 MINN. L. REv. 459,469 (2006)( [fN]Jo one reads [many of
these] forms of contract anyway.. oY)jannis Bakos, Florencia Maroti&urgler & David R. Trossen,
Testing a Law and Economics Approach to Standard Form Contta@tsy.U. Law and Econ. Wde
ing Papers, Paper No. 195, 2008yailable athttp://Isr.nellco.org/cgi/viewcontent.cgi?article=1199&
context=nyu_lewg{ \We track the iternet browsing behavior of 45,091 households with respect to 66
online software companies to study theeat to which potential buyers access the associated important
standard form contract, the end user license agreement. We find that only oneuot tivevery tha-
sand retail software shoppers chooses to access the license agreement, and those few that do spend too
little time, on average, to have read more than a small portion of the licenseétgxt

253 Chris WaltersFacebooks New Terms of Seovie : AwWe Can Do Anything We W
Content. F o r e y @NSUNERIST, Feb. 15, 2009, http://consumerist.com/5150175/facebneks
termsof-servicewe-cando-anythingwe-wantwith-your-contentforever.

254 Posting ofMark Zuckerbergo the Facebook Bty Governing the Facebook Service in an Open
and Transparent Wayhttp://blog.facebook.com/blog.php?post=56566967186b. 26, 2009, 11:20
EST).
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However, University of Cambridge researchers haleased a detailed¥
port which concl udes t h alemodraycteeb o o k
treowi t h | ittle practical ef fect on t

These exaples exemplify a common themas the use and reuse of
personal information becomes moreedly rooted in intermediary business
practices, the tension between competition and privacy becomes roere pr
nounced. For example, if a user of one social network wants torjoth-a
er, she will often be reluctant to do so becaus&switching cost§, shehas
already invested some time and effort in creating her existing profile. The
chief way of reducing those costs is to require data portability, which would
allow users to take their list of contacts, applications, pictures, and other
items with them whn they want to leave. However, such a rule (orgprot
col for data storage) cagndert he r est of t hvelneraldeer 6 s s «
to unwanted exposure on the network the user migratés Randal Picker
has described the deep tension between conguettnd privacy thater
sults, arguing that this tension creates an incentive for greatsolictation
of user informatior>” Given these patterns of industry practice and-co
sumer behavior, privacy reqlinéentt or sdé6 m
ties wil be more effective than waiting for the elusive concepfiprivacy
compettion.o

The classic laissefaire approach here is to assume that the market will
address any lingering privacy concerns. Firms will meet a market demand
for privacy as individua exit services that become too invasive of their
privacy. However, established social dynamics render that faith in uncoo
dinated action suspect. Giverm t he st
tions of privacy, both privacy and the reputations built mersonal
information might better be considered irreducibly social goods than some

0s
he

25 JOSEPH BONNEAU ET AL., DEMOCRACY THEATRE: COMMENTS ON FACEBOOK& PROPOSED

GOVERNANCE SCHEME (Mar. 29, 2009), http://www.cl.cam.ac.uk/~jcb82/20688-29-facebook
comment s. pd feporthaBbeen erelaraed by the Open Rigsup Posting ofdim Killock
to Open Rights GroupBlor aceb ook ds Theat r jhttp/ivwwbpegrightsgroup.argdt Wr on g s
/blog/2009/facebooksheatricalrightsandwrongs(Apr. 1, 2009)

26 James Grimmelmanigaving Facebogk94 lowa L. Rev. 1137, 1194 (2009jarguing against
broad regulation requiring data portability on soc
toubl eod) . Gri mmel mann notes that A[e]verytone who h:¢
work siteA is now empowered to move that information to social networkBsitén the process, they
can strip the information of whatever legal, technioakocial constraints applied to it in social network
site A. ... [M]andatory dateportability rules create a privacy race to the bottom for any information
sthj ect th them. o

27 Randal C. PickerCompetition and Privacy in Web 2.0 and the Clol@3 Nw. U. L. REv.
CoLLoQuy 1,112 (2008) (AAn uneven playing field that all
sees while blocking others from doing the same thing creates market power through limiting-compet
tion. We rarely want to do that. Arprivacy rules that limit how information can be used and shared
across firms will artificially push towards greater consolidation, something that usually works against
maintaining robust competition. o).
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qguanta of enjoyments individuals trade off for moff@yOnce commod
fied, privacy and reputational integrity are inevitably parceled out to rich
and poor on differential t;ns. Moreover, given the frequently abstract
fibenefit® that privacy and reputational integrity afford, they are often
traded away for competitive economic advantdgeThis process further
erodes the societal expectations of privacy that underwriteatekpaep-
tational integrity?®°

A collective commitment to privacy is far more valuable than a private,
transactional approach that all but guarantees a race to the Botthet-
work neutrality regulations can include rules that will protect the privacy
that market competition, left on its own, will inevitably erode. Oxpged
even predicts that privacy concerns Wilginvigorate [the] stagnant debate
[over network neutrality] by introducing privacy and personal autonomy i
to a discussion that has ordyer been about economics andavation.?*
Reputational concerns should also be a larger part of public policy for
search engine intermediaries, as discussed in Pagiéwb

B. Search and Carriage as Credence Goods

One major i mpedi meaqadf intermediarnyspenfies & mo n i
mance is a systematic information gap. If an individual uses an igterm
diary to find or contact a known entity and no relevant result appears, she is
|l i kely to switch to a competitor; S0
cetain sites or applications raise t
impossble for consumers to detect less drastic manipulations of results.
Both search for and carriage of information tend tdifredence goods,

h

28 Charles Taylor|rreducibly Social Goodsin PHILOSOPHICAL ARGUMENTS 127,139 (1995) (ci-

tiquing both subjectivism and methodological individualism and insisting that irreducibly social goods
fifexist[] not just for me and for you, but for wus, a

29 cass Sunstein and Robert H. asuggested in their work on cbsenefit analysis and relative
positionthatthose who trade off safety or other intangibles will have additional resources tanpateo
peers who refuse to do s&eeRobert H. Frank & Cass R. Sunste@pstBenefit Andysis and Reltive
Position 68U. CHI.L.REV.3 23, 327 ( 2 0 thd gentrél émpcstancesokrelativeoadimic
postion to peoplés perceptions of theirownwdlle i ng o) .

%0 13.at 323. The theory of s pdliesjusyasivellto$rivacysld. ei n and F
at 326 (A[W] hen a regulation requires...givesup[indi vidt
the same amount of other goods, so no [one] experiences a decline in relative living standards- [The u
shot is that] a individual will value an acrosthe-board increase in safety more highly than an increase
in safety thathe alonepph ases . 0) .

1 Siva VaidhyanathariNaked in the NonopticorCHRON. HIGHER EDuUC., Feb. 15, 2008, at B7
(AWhen we compl antsofpavaay,what vemehlly demane imsome measure of control
over our reputation in the world. Who should have the power to collect;refessnce, pubtize, or
share information about us, regardless of what that information might be? S énlefl p 6 [nin t hi s ¢
text] merely ratchets up the arms race of surveilla

262Ohm,supranote36,at];seealsoid( Al Tl his Article injects privacy
debaté a debate about who geto control innovation on the Internet. Despite the thousands of pages
that have already been written about the topic, nobody has recognized that we already enjoy mandatory
ngwor k neutrality in the form of expansive wiretappi
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whose value a consumer wilabe difficulty evaluating even after comsu
ing it.2® Often the user will have no idea that results are being manipulated
in a paticular way.
This is one reason why the Federal Trade Commission has issued a
guidance to search engines regarding separafigraid and editorial o
tent. In 2000, the FTC stated thitlhe same consumer protection laws
that apply to commercial activities in other media apply online. The FTC
Act 6s prohibition on o6unfair o decep
ternet avertising, marketing and sal&$? Though that report did notxe
plicitly address paid ads on search engines, its general argument appears to
apply to that mode of advertising. For example, the report saysitteat
key is the overall nampressionof the ad that is, whether the claims o
sumers take from the ad are truthful and substant@teéecent guidances
for bloggers leave little doubt that the agency (at least under current-leade
ship) is committed to requiring disclosure afmmercial influencen on-
line contenf®®
Even i f we assume that search engi |
guidance letter issued in response to complaints about their pré&caces

263SeeGeorgeA.AkerIof,The Mar ket for fALemonso: Quelity Unce

chanism 84Q.J.ECON.488 (1970) (discussing economicimodels 1in
ty); Kenneth J. ArrowlUncertainty and the Welfare Economics of Medical C&%AM. ECON. REv.
941, 947, 96666 (1963) (discussing behaviors influenced by information inequality in a medizal co
text); Michael R. Darby & Edi KarniFree Competition and the Optimal Amount of Frat@J.L. &
EcoN. 67, 68 72 (1973) (exploring credence gisowhere quality cannot be evaluated through normal
use but only at additional cost).

264 ETC,DOT COM DISCLOSURES supranotel6, 11, at 1.

25 14. at 5 (footnote omitted).

26 5ee FTC Guides Concerning the Use of Endorsemeartd Testimonials in Advertising
16 C.F.R. 8255 (2009),available athttp://www.ftc.gov/0s/2009/10/091005endorsementguidesfnnotice
pdf(requiring disclosure of sponsorship or sconsidera
sage (including vedd statements, demonstrations, or depictions of the name, signature, likeness or other
identifying personal characteristics of an individual or the name or seal of an organization) that-consu
ers are likely to believe reflects the opinions, beliefs, figgijror experiences of a party other than the
sponsoring advertiser, even if the views expressed by that party are identical to those of the sponsoring
advet i ser o) .

%67 Seel etter from Heather Hippsley, Acting Assoc. Dir. of Adver. Practices, FTC, to Raskin,
Executive Dir., Commercial Alert (June 27, 200&p://www.ftc.gov/os/closings/staff/lcommercialalert
attatch.shtm The Hippsley letter, made in response to an official complaint by Commercial Adert, a
pears to be a less formal response thanfficiab advisory opinion issued pursuant to C6ER 81.5
(2009) which permits the agency to i ssuw®nsifflawi ndustry
administered by the Commission for the guidance of the public in conducting its affairsfonnaign
with [ egal requirements. o The Il etter incéudes the
gregate organic results from those resulting froncpased AdWords. It is not considered an official
advisory opinion, although it fulfils manpf the same functions as an advisory opinion or industry
guide (that is, it helps search engine companies avoid future official action from the B&€)also
Bracha & Pasqualsupranote65, at 116869 (dscussingtheimplc at i ons of EIl |l en Goodma
fistealth marketingo for s e &egadtionefPgid lisengs)in Intefnetdr ew Si n
Search Engines: A Proposal for FTCtidn, 10B.U.J.SCl. & TECH.L.353, 355 (2004) (AAs a
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always strictly separatieditorial contera and paid listings, subtler forms

of manipulationcould slip into their ranking algorithms. In many, if not
most cases, consumers lack both the incentive and the ability to detect such
manipulation. Given the lack of transparency of the search algorithms,
search consumers simply cannot reverse engifeehundreds of factors

that go into a ranking? and they have little incentive to compare dozens of
search results to assess the relative effectiveness and authenticityref diffe
ent search engine resuits.

New traffic management methods by carriere a@lsallenge traditional
conceptions of user autonomy. Generally, the digital information sent over
the Internet is formatted into packets of data as specified by the Internet
Protocol (IP), as opposed to sending the data as a long stream of bytes of i
formation?® Packets consist of a header and a payload, the lattescorr
ponding to the substantive content of the information being?Sent.

Traditionally, carriers did not inspect the content of the packetsv- Ho
ever, carriers have begun to inspect the actualnt e nt of a con:
transmitted or received data being sent over their networks by utilizing va
ious technologies such as deep packet inspection and packet sniffing. Ca
riers mayfinjecto (or fispooD) additional packets into the data that their
consumers are receiving so as to interfere with specific online activities
(e.g., file sharingj”? These technologies allow carriers to command the
type of insights into their customer s
engines’® The legacy of common ca@ge provides valuable precedents

congressionabnd administrative action, there are now specific guidelines in place requiring advertisers
to make clear disclosures about the comume a | nature of their Rlogola ent . 0) ; l
The FTC Takes on Paid PosBUSINESSWEEKONLINE, May 19, 209, http://www.businessweek.com/
technology/content/ may2009/tc20090518_532®31.htm (d
quire bloggers to disclose when tideywriting about a sponsi@r product and voicing opinions that
are@ t heir owno) .
268 Njiva Elkin-Koren, Let the Crawlers CrawlOn Virtual Gatekeepers and the Right to Exclude
Indexing 26 U. DAYTON L. Rev. 179, 185 (2001) (discussing the difficulty of replicating a search e
ginebs wor k).
®An effective search a nihentie ressilts aré taoseaafteetedoylue r 6 s quer y
di sclosed commercial influences on the search engin
270 ) ypia PARZIALE ET AL., INTERNATIONAL BUSINESS MACHINES, TCP/IP TUTORIAL AND
TECHNICAL OVERVIEW, IBM CoRP. 98199 (2006), available at http://www.redbooks.ibm.com/red

books/pdfs/gg243376.pdf
271y

272 peTER ECKERSLEY ET AL, ELECTRONIC FRONTIER FOUND., PACKET FORGERY BY ISPs: A

REPORT ON THECOMCASTAFFAIR 1 (2007), http://www.eff.org/files/eff_comcast_report2.pdf.

273 Rob Frieden)nternetPacket Sniffing and Its Impact on the Network Neutrality Debate and the
Balance of Power Between Intellectual Creators and Consyrh8FORDHAM INTELL. PROP. MEDIA &
ENT.L.J.633,63637 (2008) (Al SPs have upgr adevidhhardvare soon wi |
and software that enables them to acquire knowledge about what kinds of content they switch, route and
transmit . ldas AT&T liosh ItsWiind?A Baffling Proposal to Filter the InterneBLATE, Jan.
16, 2008 http://www.slate.com/id/218152 Wu criticizes AT&Tds announcem
considering plans to examine all the traffic it carries for potential violations of U.S. intellectual property
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for assuring some transparency in the development and implementation of
technologies that monitor the content information transmitted ovemthe |
ternet?* As former FCC Chairman Michael Powell asserted, consumers
have a ght to imeaningful informatiorregarding their service plajgsn-
cluding an understanding of exactly how they are being monitored and how
their behavioral data is monetizé@.

Search engines are referees in the millions of contests for attention that
takeplace on the web each dayhere are hundreds of entities that want to
be the top result in response to a query fikreakers) fitop restaurant in
New York Cityo or fibest employer to work fay. The top and right hand
sides of many search engine pages open for paid placement; but even
there the highest bidder may not get a prime spot because a good gearch e
gine strives to keep even these sections relevant to seaf€hEns. ungid,
organic results are determined by search en@ipesprietary algrithms,
though users often fail to distinguish between unpaid and paig-plac
ments?’” Businesses can grow reliant on good Google rankings as a way of
attracting and keeping customers.

For example, John Battelle describes how the website 2bigfeet.com, a
seller of largesi z e d mendés shoes, was knocke
Googl eds r esul tibig sHoes by atseddem algofitimkskift in
November 2003, right before the Christmas shopping s&&sdieil Mon-
crief, the sitebs ooogieeseveral tinted, bumgaid ed t o
hefinever got a respongeGoogle claimed that Moncrief may have hired a
search engine optimizer who ran afoul of its rules, but it would not say pr

laws. The prospect of AT&T, already accusedofing on our te&phone calls now scanning every-e
mail and download for outl awed cldntent is way too t
274 Catherine J.K. Sandovabisclosure, Deception, and Deéfacket Inspection: The Rot# the
Federal Trade Commission Ast Deceptive Conduct Prohibitionsy the Net Neutrality Debate
78FORDHAML.REV.6 41, 641 (2009) (exploring nftéhpeoscpeder al Tr
tions against deceptive condustalegal limit on Internet Service Provider (ISP) discrimination against
Internet traffic, 0 GaancHiteciuregndicades preshnaed comrhoeicaig @md pr net
215 Powell, supranote 143 at 5;see also id( frdviders have every right to offer a variety of-se
vice tiers with varying bandwidth and feature options. Consumers need to know about these choices as
well as whether and how their service plans protect them against spam, spyware and other petential i
vassi ons of privacy. o).
216 Lastowka,supranote 34, at 134243 (describing current patterns of space allocation on search
results).
277 Eric Goldman,Deregulating Relevancy in Internet Trademark |-&4 EMORY L.J. 507, 518
(2005)( AUl ti matel vy, searchers care only about the rele
divisions between 6adsdé6 and O6contéereldvancymetesnia | mpor t an
tion pr ocessuprdnpte34 L aastt owkAdanid(pdid] disénctipno. . is not important
to the average user. In fact, the average Google user does not distinguish between the two types of links.
According to one recent study, five out of six search engine esarsot tell the difference between
sponsored links andrganicresults, and roughly half are unaware that a difference between the-two e
ists. o).
278 BATTELLE, supranote35, at156.
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cisely what those rules wet€. Just as the IRS is unwilling tostiose all
of its fiaudit flags) Google did not want to permit manipulators to gain too
great an understanding of how it detected their tactics.

So far c¢claims | ike Moncriefés have
cial system, largely because Google has sucdbssfaflected them by
claiming that its search results embody opinions protected by the First
Amendment® Several articles have questioned whether blanket First
Amendment protection covers all search engine actfdasd that concl-
sion has not yet beemmbraced on the appellate level in the United States
More importantly, even if state business tort claims autirely rejected
on First Amendment grounds, the FTC has the authority to protectmensu
ers by revealing and prohibiting stealth marketing galye?*

The FTC was established to promote a level commercial playing field
and has the authority to protect both consumers and competitorgidrom
fair or deceptive acts or practices in or affecting comme&féeThe FTC

2 1g.at157( descri bi ng tMofincoutiweyhié ste deoppedin the rankingsg &

soJoe NoceraSt uck i n Goo,dNlYeTives, D&gpous d 3, 2008, at C1 (nl
2006. . . Google pulled the rug out from under [web business owner Dan Savage, wbanteatb rely
on its referrals to his page, Sourcetool]. When Mr. Savage asked Google executives what the pro
|l em was, he was told that Sou..cAtdcoshdfgeseralbhundraddi ng pag
thousand dollars, he made some of the chaGges gl e suggested. No m-mpr ovemen
pany, TradeComet, sued Google for alleged violations of the antitrust BasComplaint, TradCo-
met.com LLC v. Google, Inc., No. 09 CI¥400 (S.D.N.Y. Feb. 17, 2009009 WL 455244 The suit
was disnissed on the basis of a forum selection cla&eeTrade@met.com LLC v. Google, IncNo.
09 CIV. 140Q 2010 WL 779325 (S.D.N.Y. Mar. 5, 2010).
2&‘()SeeLangdon v. Google, Inc., 474 F. Supp. 2d 622,
by Plantiff contravenes Defendar@ifirst Amerdme nt  r; SegrbhtK@ Iinc. v. Google Tech., Inc.,
No. CIV-02-1457M, 2003 WL 21464568, at *4 (W.D. Okla. May
there is no conceivable way to prove that the relatigeifsiance assigned to a given web site is false.
Accordingly, the Court concludes that Goocgl ebs Page
tion.60) theH&6WE€BSsr top priority in its regiulation s
denced by theFirst Amendment doctrine with regards to commercial speech, courts are willing to
protect corporate speech insofar as it does not misleadroersuSeeCent. Hudson Gas & Elec. Corp.
v. Pub. Serv. Comén of N.Y., 447 U.S. 557, 563 (1980)b&erving thatommercial speech is afforded
ffla | esser..tphraont etcot iootnher const it utThus,ifeohsurgerapnfar ant eed
sion could be proven (most likely with proven real repercussions, which would be more difficult), it is
plausible thatourts would be receptive to regtibn.
8 gee, e.gJennifer ChandlerA Right to Reach an Awgtice: An Approach to Intermediary Bias
on the Internet35HOFSTRAL. REV. 1095, 1098§2007)(dexc r i bi ng i ndexed entiti esd
interests in an unbiased and open communicative forum); Frank Pasamaléngs, Reductionism, and
Responsibility54 CLEV. ST. L. REV. 115,125(2006) (describing how blanket First Amendment prote
tion for searclengine rankings may not be appropriate).
22 \Marla Pleyte,Online Undercover Marketing: A Reminder of the B @nique Position to
Combat Deceptive Practice6U.C.DAviS Bus.L.J.1 4 , 17 (2006) (AAfteuw analyzir
tions and statéevel consmer protection regimes, this paper reaches the conclusion that the FTiC is un
quely positioned to addrefsnline business practices that]guernicious and virtually undetecb | .e . 0 )
Bigusc.®5(a)(2) (1914) (AThe Co mndiresteditoprevents her eby
persons, partnerships, or corporations, exceptommon carriers subject to the Acts to regulate-co
merce.... 0) .
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has shown a willingness to engageaégulation of online advertising im-o
der to protect consumet. To ensure that ads afielear and conspicuous,
the agency advised advertisersifp]lace disclosures near, and when poss
ble, on the same screen as the triggering claim [and] [u]seotexisual
cues to encourage consumers to scroll down a Web page when it3s nece
sary to view a disclosu@® In the realm of stealth marketing in search e
gines or via ISP fadracking, the logical extension of this line of reasoning
is a requirement thahe intermediary disclose any consideratieceived in
exchange for prominent placement (or more rapid delivery) of advertising
or content®
The FTC6s extant guidance toa-search
ration of organic and paid results suggdbtt the agency is beginning to
assume these responsibilitts.The FCC6s response to C
tive blocking of BitTorrent reveals similar consumer protection concerns at
that agency. While an opportunistic litigant could conceivably advance a
First Amendment right to promote products or positions without indicating
that the promotion has been paid for, such a challenge has not negated false
advertising law®® and even political speakers have been required to reveal
their funding source¥® Whateversubstantive regulation may emerge,
monitoring intermediariesd acssianons do:
and may well enhance the autonomy and expressive capacities of users of
these conduits.

BiThe FTC report insists that A[d]isclosdres that
ing, to enswe that consumers receive materidbrmation about the terms of a transaction or to further
public policy goal s, nRI'6,DoT 6av DisdLasSBRES suprambte5,aanls pi cuou s .
see alsoSinclair, supra note 267, at Tipégh thg ATC has not yet brought any actions against
searchenginesfor the use of paid listings, it has brought actions in parallel situations involvingr telev
sionand printcat ent . 0) .
285 FTC, DoT CoM DISCLOSURES supranote16, 13, at1.Wi t h regard to hyperlinks
disclosures, o0 the | ink shoul d iwated.Wbavii2ous, 0 appropr
286 The FTC clearly has jurisdictionver broadband providers, but does not have jurisdiction over
entities subject to common carrier requiremenETC STAFF REPORT, BROADBAND CONNECTIVITY
COMPETITIONPOLICY 2i3 (2007) (fARegul atory jurisdichedton over b
to the shared jurisdiction of the FCC, the FTC, and the [DOJ] [S]ince about 2000, the FCC has-u
dertaken a substantial and systematic deregulation of broadband services and facilities, concluding that
cable, wireline, powerline, and wireless broadbamternet access services amgformation sevice
that are not subject to common carrier requirements[T]hese decisions have served tanfeice and

expand FTC jurisdiction over broadband | ndeernet acc
such requirements on carriers presently subject to common carrier requirements.
287 Seesupranote267.

288 Rebecca Tushnét,t Depends on What IstHasty e Misieadngnessih fiFal s e 0
Commercal Speech Doctrined1Loy. L.A. L. REV. 227, 227 (2007)rémarkingthafit he governing | a
excludes false or misleading commercial speech fronfFasyAmendmeniprotection whatseve r 0 ) .

289 Richard L. HaserBeyond Incoherence: The Roberts Caiereglatory Turn inFEC v. Wk-
consin Right to Life, 9MINN. L REv. 1064, 110v0 8 ( 2 0 018Cpnnél| thé Justices voted 8 to
uphold section 201 of the BCRA against an argument that compelled disclosure violated the First
Amendment. Only Justice Thomassva s wayed by that argument. o (footnot
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Innovation and competition are only two of many toeks can use to
encourage responsible and useful intermediaries. We should rely on them
to the extent thafa) the intermediary in questionpsirely an economic (as
opposed to cultural or political) forcéh) thefivoiced of the intermediar§s
user commutty is strong?® and €) competition is likely to be genuine and
not contrived® For search engines and carriers, each of these factors
strongly militates in favor of regulatory interventiohe FTC and FCC
will need to recognizelominantc ar r i erags & haredgsesesod st a:
sential infstructure for communication and connection

Carriers and dominant genefalrpose search engines are justras i
portant to culture and politics as they are to economic life. As credence
goods, they are not subjectrtany of the usual market pressures forgran
parency and accountability. They do not presently face many stromg co
petitors, and are unlikely to do so in the immediate future. Their clear
cultural power should lead scholars away from merely considedoge
mies of scale and scope and network effects in evaluating these ineermedi
N esod obligations. We need to consid
hered the full range of cultural, political, and social obstacleadoouna-
bility that dominane can gemate*? Moreover, policymakers musta
knowledge that competition itself can drive practices with many negative
externalities.

IV. MONITORING AND ACCOUNTABILITY

High-speed broadband connections and dominant search engines like
Google are at the center of a stoof controversy over the obligations of
Internet intermediariesMost broadband markets are lessrtl@mpetitive.
They abut otherconcentrated intermediary markets in generapose
search, auctions, and social networldgln response to actual apdten-
ti al abuses of t hat power , rul es that

290Competition provides users an fexito o@tion; reg

vernance. Albert O. HirschmaBExit and Voice: An Expanding Sphere of InflueiedRivaL VIEWS OF

MARKET SOCIETY AND OTHER RECENTESSAYS77, 7880 (1986 descr i bing fiexito and @
classic options of reform or protest). To the extent exit is available, voice (influence) within the relevant
intermediary becomes less necessary; to the extentigaemilable, exit becomes less necessary.

21 Broadband compiton has failed to materialize beyond duopoly for most Americans. There are
several reasons to suspech at Go o gl e 6 s geherainpyose seareh nmarket wilhcentinue
to grow. SeePasqualeSeven Reasonsupranote 223 (discussing selfeinforcing dominance of lela
ing search engines).

292 paviD SINGH GREWAL, NETWORKPOWER4 5 (1 2008) (A[ T] he network power
resultofmay intrinsic features of English (for exampl e,
number of other people and other networks you can use it to reachhe idea of network pe-
er...explains how the convergence on a set of commoragktandards is driven by the accretion of
individual choices that are free and forced at the

298 Eor concentration statistics, sPavid S. EvansAntitrust Issues Raised by the Emergingh@alo
Internet Economy102Nw. U. L. REV. COLLOQUY 285, 290 (2008jfciting COMSCORE, MYMETRIX KEY
MEASURESREPORT(Dec. 2007))
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ability to discriminate against certain applications providers or to unduly
favor business partners are becoming increasingigssary. Revelation of
such discriminationwhen it occurs is a first step toward accountability;
however, such transparency should be qualified in order to protect-impo
tant intellectual property interests of intermediaries.

Advocates of network neutrality and other progressive forms of-Inte
netgovernance now stand at a crossroads. They can continue to debate the
issue in economic terms, developing ever more refined models af infr
structure and spillovers. Or they can shift the debate away from economic
theory to the cultural, reputational, capolitical dynamics unleashed by
new intermediaries. The economic debate on net neutrality shouldrbe co
plemented with careful analysis of the noneconomic consequences of u
trammeled power for intermediaries. Such concerns do not dissolve even if
carris move away from commodigrovider status to integratésmart
network® with tethered hardware, search, or other functionalities. The
concerns appha fortiori to dominant search engines which partner with
carriers or achieve greater market share theysipal infrastructure progt
ers.

Given the secrecy of search engines
network management practices, it is very difficult for an entity to determine
whether it has distealth marketing probledronlined i.e., a competitor tha
is somehow leveraging payments or business partnerships with intarmedi
ries in order to gain greater relative expostiréRecognizing this problem,
the FTC has taken some tentative steps toward addressing the potential for
consumer deception and cultudistortion. In 2002, the agency sent & le
ter to various search engine firms recommending that they clearly and co
spicuously distinguish paid placements from other re$tlBut neither the
FTC nor other potential regulators has followed up such go&arith ge-
nuine enforcement or systematic monitoring.

In order for the FTC to determine whether its guidance is actuedly b
ing followed, it will need to develop sophisticated methods of undefstan
ing how organic results are determined. Without suchralenstanding, it
will be impossible to distinguish between paid and organic content. This
monitoring needs to happen in re@he, rather than after a dispute arises,
for many reasons. First, data retention may be spotty. Second, the history
of regulaton of high technology industries indicates that government lag in

294 Ellen P. GoodmanStealth Marketing and Editorial Integrity85 TEx. L. Rev. 83, 89 (2006)

(ASt eal t h.. [caatake the form gf] conventional payola, where the spom®motes a media
experience, such as a musical work, by purchasing audience exposure to the experience as d-form of a
vertisement. Pafor-play in broadcasting is similar to the use of slotting fees in the retail industries to
obtain preferential sheBpace in supermarkets and book stores. Online retail outlets also use slotting
fees of a sort when portals like Amazon and Google accept payments for exposure of a partitular pro
uct or service.o).

298 SeeHippsley,supranote267 (recommending that search engines segregate organic results from
those resting from purchased adword$). and accompanying text.

161



NORTHWESTER UNIVERSITY LAWREVIEW

understanding how critical infrastructure functions can effectively neuter
even a strong regulatory regirfie. In response to such probleni3anny
Weitzner(now the Associate Administrator tife Office of Policy Analysis
and Development in the National Telecommunications and Information
Administration) called for anfindependent panel of technical, legal and
business experts to help [the FTC] review, on an ongoing basis the privacy
practicesof Google 8 Such a panel could alstevelop the capacity for
understanding the ranking practices of Google thedtraffic management
and monitoring done by internet service providefdis @pacity could, in
turn, enable litigants to submit focused gee to a nonbiased third party
that could quickly give critical information wourts and agencié¥

A trusted advisory committee within the FTC could help courts and
agencies adjudicate coming controversies owgermediary practices.
Qualified transpaency provides an excellent method for deping what
Christopher Kelty calls &recursive publiod one that iditally concerned
with the material and practical maintenance and modification of tle tec
nical, legal, practical, and conceptual means obvis existence as a pu
lic.0? Questioning the power of a dominant intermediary is not just a
preoccupation of the anxiouskRather, monitoring is a prerequisite fa-a

2% seeRobert Pitofsky, Chairman, FTC, Antitrust Analysis in Higech Industries: A 19th @e

tury Discipline Addresses 21st Century Problems, Address to American Bar Association Sectien of A

titrust Lawds Antitrust Issues in Higflech Industries Workshop (Feb. 199%uvailable at

http:// www. ftc.gov/ speech eaeh ipdisttiesifiveive guedtions thbahares ht m ( i M

challenging for | awyers and judges who typically | a
®"pann y We i t ¥Vhatto bosAbdBitl Goagle and Doubleclick? Hold Google to Its Word

with Some Extreme Factfinding About Privacy Practickp://dig.csail.mit.edu/breadcrumbs/blog/

5?page=2(Oct. 8, 2007, 11:24£ST) (Aln the 1990s, the FTC wunder Chr

pushed operators of commercial websites to post policigagteaow they handle personal information.

That was an inovative idea at the time, but the power ofgeaal information processing has swamped

the ability of a static statement to capture the privagyact of sophisticated services, and the level of

generality at which these policies tend to be written oftestore the real privacy impact of the gire

es described. ltds time for regulators to take th

makers have information they need. 0) . This propos:

SeeJoseph Turow et alThe Federal Trade Commission and Consumer Privacy in the Coming Decade

3 1/SJ.L. & PoLdr FOR INFO. Socdr 723, 727 (20012 008) (descri bing en #Ai mpres

tions...t o prosecute unfair or deceptive trade practices
298 Any proposal along these lines will eventually have to address skepticism abospstatered

trusted entities, given the experience of those challenéu® secreprotected voting machine gof

ware SeeDavid Levine,Trade Secrets in Our Public Infsiructure 59 FLA. L. ReEv. 135, 183 (2007)

( [Mhe notion that a governmeoontrolled or designated entity couldegdately protect the interests

of the general public is dubious, and would turn on many variables that might undermine therthird pa

ty&s ablity to operate in a completely publariented fashion. Indeed, where a state agencytiviidy

nullifies a law designed to protect the puliénterest, the entire basis upon which an escepime

would be build that is, trusting the entity chargedtivexamining the escrowed matedalk unde-

mined. Thus, it is not readily apparent that a tpiagty (governmental or otherwise) mightegdately

protect the general interests of thédpu ¢ . 0 ) .
299 CHRISTOPHERM. KELTY, TWO BITS: THE CULTURAL SIGNIFICANCE OF FREE SOFTWARE 3

(2007).
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suring a level playing field online. As search engines increasingigrbe
the hubs ofriaffic on the web and assert the same Communicatieaenb
cy Act (CDA) and Digital Millennium Copyright Act (DMCA)mmurities
that carriers do, their actions need to become similarly subject to regulatory
review3®

Undisclosed intermediary practices arepades ofa larger geuns of
problems related to traekecretprotected innovation that effectively rteg
lates other forms of competitiéft. Consumes compete for credit, and
tradesecretprotected FICO scoring sorts them out for lend&nsiessages
compete b land in our inboxes, and ISPs must deploy spam filters that sort
the wheat from the chaffln the public realm, undisclosed voting machine
and brethalyzer software can determine which votes count and which do
not, who goes to jail for drunk driving angho goes freé”

A developed literature on online worlds has considered in some detail
whether law should intervene to regulate an online gaming corégpeay-
lation of its player§conduct™ Legal systems have also developed a body
of principles designedo regulate regulation, known as administrative
law.**®> Certain principles of openness and due process drawn from aemini
trative law should govern private entitiesianagement of competition.
These principles are a natural extension of judicial praaticecasionally
appointing special masters to handle trade secrecy discovery diputes.

The growing importance of trade secrets in technologies of discipline
and reward requires judges and policymakers to create nuanced regimes of

800 Pasquale|nternet Nondiscrimination Principlessupranote12, at2 66 (arguing @Athat t
harbors that shield dominant search engines from liability also suggest pattexapamsibility for the
results they present . [because dominant search engines] and carriers are infrastructurallyogemol
ous. .. [acting] simultaneously [as] stable conduits, dynamic cartographers, indexers, and gatekeepers
ofthelnt ernet 0) .

301 Eor a fuller exploration of this issue, deasqualesupranote247.

302 \1v Fico, UNDERSTANDING YOUR FICO SCORE 1 (2007),available athttp://www.myfico.com/
Downloads/Files/myFICO_UYFS_Booklet.pfftating that a FICO scors & calculated number that
allows lenders tostimate your credit risk).

303 SeeCharles ShortGuilt By Machine: The Problem of Source Code Discovery in Florida DUI
Prosecutions61FLA.L.REv. 177, 179 (2009) (A[T] he esndcesste shoul d
allow defendants to verify the machiee accur acy. 0) .

304 See, e.g.THE STATE OF PLAY : LAW, GAMES, AND VIRTUAL WORLDS (Jack M. Balkin & Beth
Simone Noveck eds2006).

305 | owe this characterization of administrative law to University ofc@po law professor Tom
Ginsburgds discussion of the topiSeTominsaurgywoydc ast on
China Allows Its Citizens to Sue the Governmiettp://uchicagolaw.typepad.com/faculty/2008/07/why
chinaallow.html (University ofChicago Faculty Blog Podcasuly 13, 2008, 6:09 PM).

306 Eor more on special masters, see James R. McKbigtovery of Trade Secretd0 SANTA
CLARA COMPUTER& HIGH TECH.L.J.35, 45 (1994) (fACourts may appoint
discovery disptes concerning trade secrets. In addition to the expressly enumerated methods, the off
cial comment to the Act notes that courts also have restricted disclosures tadmqarhsel and his or
her assistants and have appointed a disinterested exmerdpeial master to hear secret information
and report conclusions to the court. o).
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qualified transparency. Wén ranking systems are highly complex amd i
novation is necessary (as in search engine algorithms and spam detection), a
dedicated governmental entity should be privy to their development and
should serve as an arbiter capable of providing guidance tdscthat

would otherwise be unable to assess complaints about the resultsahe alg
rithm generate®’ If the Foreign Intelligence Surveillance Court can safely
access critical national security information in a controlled environment in
order to protect inidual privacy from governmental intrusions, a similar
entity should be privy to private sector activities that implicate the aeput
tional and consumer protection interests described above. Given growing
cooperation between federal authorities and ingeliaries, the stakes of
misrepresentation and mistake may be far more serious than the average
commercial disput&?

In the case of potential environmental hazards protected by teade s
crets, a welworn legal path has balanced citizen and consumer gtéeire
transparency with corporate interests in secf®cyor example, Hallibrs
ton and other resourestraction companies have been accused of using
methods that could lead to the contamination of water sotifcetllibur-
tonds met hodslhéveconcete Yae, avltich mustgn turnube
balanced against the public interest in safe water aritt dirthe state went
ahead and exposed the secret, the proprietary method might lose-all ec
nomic value, but we can envision some process for compegdddillibur-
ton for its loss.

The trade secrets of intermediaries are different in terms of the degree
of damage done to the company and consumers by trade secret exposure.
Their owners claim that if the trade secrets are released, the entire process
they regulate will be gamet#? In the worst case scenario, Google could

307 SeeDaniel J. MaloolyPhysical Searches Under FISA: A Congtdnal Analysis35AM. CRIM.

L. REV. 411, 412 14 (1998) (describing the operation of the Foreign ligeefice Surveillance Court).

s08 Michaels,supranote 251, at 938 n.167 (describing the identity and reputational harmsspf mi
dentification, misappropriation, dissemination, retaliation, and chilling effects).

809 Mary L. Lyndon, Information Economics and Chemical Toxicity: Designing Laws to Produce
and Use Data87 MicH. L. Rev. 1795, 180001 (1989)(critiquing the current balance as inadequately
protective of public safety).

319 Abrahm LustgartenGas Execs Call for Disclosarof Chemicals Used in Hydraulic Fracturing
PROPUBLICA, http://www.propublica.org/feature/gasecscall-for-disclosureof-chemicalsusedin-
hydraulicfracturingl 02 (Al t remains to be seen whether service
chemical nanufacturers that supply them, will go along with a movement toward disclasured ) .

sut Lyndon,supranote309, at 1812 (describing the interplay of trade secrecy and takings doctrine).

812 An example fom software technology anticipates intermediary arguments h8eeMicah
Schwalb,Exploit Derivatives & National Securit® YALE J.L.& TECH. 162,184( 2007) (ACi sco wus
trade secret protection in 2005 to lever anafutourt settlement that prevedtelisclosure of a pote
tially fatal vul ner abi | Lodked Odt:)the NevaHazards oMeveisaiEnd vy |, Comm
neering 21 J. MARSHALL J. COMPUTER& INFO. L. 591(2003) (observing that that the DMCA actually
limits reverse engineering and in esse enhances the scope of trade secrecy through an extension of
copyright).
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become a graveyard of spammers, scammersfi@adk hat search engine
optimizersg all of whom raise the salience of their clients by tricking the
algorithm into upping the rank of ther | i ent s®é sites. Car
overwhelmed by hackers, spam, and viruses. Each entity believes that its
ordering of online life must be secret if it is to succeed in deterring tad a

tors.

We can interpret these worries about gaming in two very differe
ways. On the one hand, the trade secret owners claim guardianship over a
process that is more than a mere g&fmdengineers prefer the rhetoric of
science and markets: they are mathematically assessing the link structure
and traffic of the Internet inrder to satisfy consumer demanitisSearch
engineers think of themselves as pursuingipasitivist, experimental
sdence that has objectivity as an essential n#ttnBut in contrast with
natral science, which documents and explains regularities thiatavitin-
ue regardless of their being reported, the inherently social science of search
can provoke changes in human behavior as soon as it is méde@an-
plete openness in search or carriage methods risks opening these processes
to afispy versusspyo & rage of hacking and aciticumvention mes
ures?’

¥ McKenzie Wark has discussed the negati +e connot a

ous aspects of lifeSeeMCKENzIE WARK, GAMER THEORY 1.2, at 67 ( 200 7 ) ing(h&skaluer y t h

only when ranked against another; everyone has value only when ranked against anoffiee. real

world appears as a video arcadia divided into many and varied games. Work is a rat race. Politics is a

horse race. The economy is a nasi.. Games are no longer a pastime, outside or alongside of life.

They are now the very form of |ife, and death, and

314 Elizabeth Van Couverindgs Relevance RelevantMarket, Science, and War: Discourses of
Search Engine Qualityl2 J. COMPUTERMEDIATED COMM. 866, 871 (TR0 hajor scliefhas
structure the development of search engine technology. The first | have chosen to call the nerket sch
ma, because discourse in this schema refers mainly to busitetesl issues: castrevenues, and oo
petition. The second major schema | call the sciglcbnology schema; its discourse is dominated by
expeiment s, measures, proof, and wutility. o).

315 1d. at 874.

316 The prospect of gaming reveals a key difference between the humaratural sciences: | can
observe regularities in nature for some time and publication of my observations is not going to cause
molecules or plants to act any differently. But strategic humans can change their behavior on the basis
of knowledge about howthers behave. A3on Elster states il n parametric rational
looks at himself as a variable and at all others as constants, whereas in strategic rationality all look upon
each other as v ManisabFunetonalsm, antl @me THedrys The €ase for Met
dological Individualism11THEORY AND Socdr 453, 463 (1982).

317 The EU Privacy directive also recognizes this tensi8aeCouncil Directive 95/46supranote
48 at1 41(f Wher eas auwusiybe pbéertosegencise the right of access to data relating to him
which are being processed, in order to verify in paldicthe accuracy of the data and the lawfulness of
the processing; whereas, for the same reasons, every data subject must atlse hglieto know the
logic involved in the automatic processing of data concerning him, at least in the case of the automated
decisions referred to in Article 15 (1); wherehis right must not adversely affect trade secrets ok inte
lectual property andh particular the copyright protecting the softwanhereas these considerations
must not, however, result in the data subject beshgrs ed al | information. o) .
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Less commonly, but more tellingly, the rationale fisecurity via @-
scuritype mbr aces the gameli ke qual ety of
lines for webmasters, and the very existencewlfiite hat degitimate
search engine optimizers, implies that some influencing of search eagine r
sults is acceable. On this reading, there is a game in search engines, one
that can be played fairly or cheated®n Rather than elevating the ma
ping project as morthan a gamethis view embraces its ganlike qual-
ties: follow the rules, generate enough interest from elsewhere on the web,
and you can gradually win the search engine game.

Both the gamembracing and garejecting rationales for absolute
trade searcy are ultimately unconvincing. The putatively scientific aspir
tion to map the web hides the values at stake in the general purpose search
enginesé rankings. A search engine
translating the activities of millions afearchers and linkers into a refere
dum on the relevance of websites to any given query. Results in response
to a companyébés or personds name paint
raise or loweits profile andthe esteem in which it is held.

Meanwhile, the gamembracing viewpoint inadequately ackriedy-
es the gray areas mentioned above. While the aleatory quality of a roll of
the dice may increase the fun of playing Monopoly, something as serious as
a b u s irelateves pogition in search nd$s based on trademarks it owns
should not be similarly chancy.

In an era of increasing competitive pressures and income stratification,
we like to believe that markets, democracy, or some combination of the two
determine the results of these compatitsio Those forms of spontaneous
coordination are perceived as legitimate because they are governed by
knowable rules. A majority or plurality of votes wins, as does the highest
bidder. Yet when markets and elections are mediated by institutions that
suffer transparency deficits, their legitimacy declines. Rather than being
voluntarily reaffirmed by spontaneous choices of consumers, dominance
can be purchased. To avoid such-seifforcing cycles of advantage, both
search engineso6 craamkiemr g O0p rneed twioa &ks mamad
be transparent to some entity capable of detettirtythe illicit commaod-
fication of prominenceand privacyeroding practices engaged liy these
intermediaries.

318 van Couveringsupranote314, at877 @sserting that h ear sthema. . provides a reflection
on the identity of the producers as they assume the role of guardian or protector of somethindprecious
in this case, access to the Webod).
819 SeePosting of Frank Pasqualéo Concurring OpinionsThe Picture and théaint http:/
www. concurringopinions.com/archives/ 2009/01/the_pic
Murdochhas stated hat 6 Man i s a pictures afthimsel anadvtheo comes leserable
the picture. This is the process which mor al phil o
[Lawrence] Lessig [REMIX: MAKING ART AND COMMERCE THRIVE IN THE HYBRID ECONOMY (2008)]
Google is the mtity that makes pictures of our world (and ourselves), and we are invitelthyate our
participation in that process while downplaying the moral questions raised by itsopagus . 0 ) .

166


https://oa.doria.fi/bitstream/handle/10024/42891/ethicsan.pdf?sequence=3

104:105 (201p Beyond Innovation and Competition

There are some institutional precedents for the kinaharitoring that
would be necessary to accomplish these goals. For example, the French
Commission Nationale Dednformatique et des Libertd€NIL) has se-
eral prerogatives designed to protect the privacy of French cifiZefer
example, CNILfensure[$ that citizens are in a position to exercise their
rightsthrough information by requiring data controllers feensure dataes
curity and confidentialityy to fiaccept orsite inspections by the CNjhand
to fireply to any request for informati@®: CNIL also grants individual
persons rights to obtain information about the digital dossiers kept on them
and their use. For exampleNIL explains thaFrench law provides that:

Every person mayon simple request addressed to the organisation in question,
have free access to all the information concerning him in clear language

Every person may directly require from an organisation holding information
about him that the data be correcfédhey are wrong)completed or clar

fied (if they are incomplete oequivocal)or erasedif this information could

not legally be collected).

Every person may oppose that information about him is used for advertising
purposes or for commercial purposés

820 | aw No. 7817 of January 6, 1978, J.C.P. 1978, Ill, No. 446&nglish translation of law as
amended by law of August 6, 2004, and by Law of May 12, 20@®ailable
athttp://www.cnil.fr/fileadmin/documents/en/Act7B7VA.pdf, French language text modified through
Law No. 2009526 of May 12, 2009, J.O., May 13, 20G@8ailable at http://www.cnil.fr/la-cnil/qui-
sommesnous/, French language consolidated version as of May 14, 2@08iable at
http://lwww.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000000886460&fastPos=1&fastRe
qld=826368234&categorieLien=cid&oldAct=rechTexte Commission Nationale déhformatique et
des Libertés (CNIL), founded Hyaw No. 7817 of January 6, 1978upra is an independent admsi
trative French authority protecting privacy and personal data held by governmecieagend privat
entities. Specifically, CNI& general mission consists of ensuring that the developmenfoahation
technology remains at the service of citizens and does not breach human identity, human rights, privacy
or personal or public lib&es.

321 eNIL, Rights and Obligationshttp://www.cnil.fr/english/thecnil/rights-and-obligations/ (last
visited Mar. 12, 2010) Specifically,Chapter 6, Article 44of the CNIL-creating Actprovides:

The members of the ACommi ssiont @adi amawkl deas 6i ho e

ficers of the Commissionds operational eervices

fined by the last paragraph of Article 19 (accreditation by the commission), have access, from 6
a.m to 9 p.m, for the exercise of th&inctions, to the places, premises, surroundings, equipment
or buildings used for the processing of personal data for professional purposes, with the exception
of the parts of the places, premises, surroundings, equipment or buildings used for prpage pu
es.
Law No. 7817 of January 6, 1978, J.C.P. 1978, Ill, No. 4468R. 6, art. 44,available at
http://www.cnil fr/fileadmin/documents/en/Act7B7VA.pdf, at 30

822 CNIL, Rights and Obligationsupranote321
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While the United States does not have the same tradition of {ingted-
vacy prevalent in Europ@ CNIlI L6s ai ms a ralld gravenmi t me n
worthwhile models for LS. agencies*
U.S. policymakers may also ctinue to experiment with public
private partnerships to monitor problematic behavior at search engines and
carrigs. For instance, thdlational Advertising Division (NAD) of the
Council of Better Business Bureaus ishluntary, seHregulating bodyg
that fields complaints about allegedly untruthful adverti§thgThe vast
majority of companies investigated by NAIdmply with its recommerad
tions, but can resist its authority and resolve the dispute before th&¥TC.
Rather than overwhelming the agency with adjudications, the NAD process
provides an initial forum for advertisers and their critics to contestdhe v
lidity of statement®’ NAD is part of a larger association called tha-N
tional Advertising Review Council (NARC), which promulgates procedures
for NAD, the Childrenbés Advertai sing F
tional Advertising Review Board (NARB}?
Insteal of an filnnovation Environment Protection Agency (iEBA)
(the agency Lawrence Lessig proposed to supplant the ¥CC)ould
recommend the formation of dnternet Intermediary Regulatory Council

323 JamesWhitman, The Two Western Cultures of Privacy: Dignity Versus Liheriy8 YALE L.J.

1151, 1155 (2004) (comparing U.S. and European privacy law).
324 For example, CNIL has not shied away from using its powers to investigate Google. CNIL,
Street View: la CNl met en demeure Google de lui communiquer les donnéés &vregistrées
http://www.cnil.frivosresponsabilites/leontrolede-a-a-z/actualites/article/17/stregtew-la-cnil-met
endemeuregooglede-lui-communiquefles-donneeswi-fi-enregistreesfdesct bi ng CNI Lds respon:
complaints about Googlesd6s fAstreet viewo project).
825 Seth Stevensomjow New IsNew? How Improveds Improved? The People Who Keep Adve
tisers HonestSLATE, July 13, 2009http://www.slate.com/id/2221968
826 4, ( A Wh e n s araughatd their attention, the NA&Dlawyers review the specific claims at
issue. The rule is that the advertiser must have substantiated any claims before the ad was put on the air,
so the NAD will first ask for any substantiating materials the athegrcan provide. If the NAD Ve
yers determine that the claims aftevalid, theydl recommend that the ad be altered. The compliance
rate on this is more than 95 percent. But if the advertiser refuses to modify the ad (this is a voluntary,
self-regulaing body, not a court of law), the NAD will refer the matter to the Federal Trade Gemmi
sion. One such FTC referral resulted in an $83 million judgment againstaweight s company . 0) .
327 4.
328 NATIONAL ADVERTISING REVIEW CouNCIL, THE ADVERTISING INDUSTRYG PROCESS OF
VOLUNTARY SELF-REGULATION: POLICIES AND PROCEDURES82.1(a)( Jul y 27, 2009) (AThe
Advertising Division of the Council of Better Business Bureaus (hereinafter NAD), and thierClein 6 s
Advertising Review Unit (CARU), shall be respduisi for receiving or initiating, evaluating, investiga
ing, analyzing (in conjunction with outside experts, if warranted, and upon notice to the parties), and
holding negotiations with an advertiser, and resolving complaints or questions from any seairce in
ing the truth or accuracy of narteigounlaalt i adv, er tiitsiinsg .d
see how the policy would have teeth were it not=ilation in the shadow of an FTC empowered by
the Lanham Act to aggressively policesiladvertising. The FTC has several mechanisms by which to
regulate unfair business practices in commef®ee, e.g.15 U.S.C. &5(b) (2006) (giving the coms
sion the authority to register an official complaint against an entity engaged in unfagdsusiethods).
529 See supraotel101
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(IIRC), which assist both the FCC and FTC in carrying dineir present

missions®® Like the NARC, the IIRC would followup on complaints made

by competitors, the public, or when it determines that a practice deserves
investigation. If the selfegulatory council failed to reconcile mfticting

claims, it couldrefer complaints to the FTC (in the case of search engines,
which implicate the FTCO6s evertismg)t expe
or the FCC (in the case of carrierdh either context, an IIRC would need

not only lawyers, but also engineers andgsammers who could fullyni

derstand the technology affecting data, ranking, and traffic management
practices.

The IIRC would research and issue reports on suspect practibes at
ternet intermediaries, while respecting the intellectual property of time co
panies it investigated. An IIRC could generate official and even public
understanding of intermediary practiceghile keeping crucial proprietary
information under the control of the companies it itmns. An 1IRC could
develop a detailed description sdifeguards for trade secrets, which would
prevent anyone outside its offices from accessing the inform&tion.
Another option would be to allolWRC agents torispect such information
without actually obtaining it. An IIRC could credieading roomafor its
experts to utilize, just as some courts allastrictive protective orders to
govern discovery in disputes involving trade secr@tse experts woulde-
view the information in a group setting §sibly over a period of days) to
determine whether given intemediary had engaged in practices that could
constitute a violation of privacy or comaar protection law. Such review
would not require any outside access to sensitiverimdton.

| prefer not to specify at this time whether an IIRC wouldhgivate
or public entity. Either approach would have distinct costs and benefits e
plored (in part) by a wellleveloped literature on the role of private entities
in Internet governanc® Regardless of whether monitoring is done by a
governmental ertly (like CNIL) or an NGO (like NARC), we must begin
developing the institutional capacity to permit a more rapid understanding
of intermediary actions than traditional litigation perrits.

330 1t could include a Search Engine division, an ISP division focusing on carriers, and eventually

divisions related to social networks or auction sites if their practices begin to caiseeasurate ¢o
cerns.
331 This is the way that the NAD proceeds. It provides specific procedures under which the partic
pants can request that certain sensitive information be proteGedNAT& ADVERTISING REVIEW
COUNCIL, THE ADVERTISING INDUSTRYGS PROCESS OFVOLUNTARY SELF-REGULATION § 2.4(d) (e), at
4i5 (2009) http:/Avww.nadeview.org/07 Procedurepdf (discussing procedure for confidentialbsu
mission of tradeecrets).
332 See, e.g.Philip J. Weiser]nternet Governance, Standard Setting, and-Bebulation 28 N.
Ky. L. REv. 822, 822 (2001) (examininfin paticular the nature and limits of a key private regulator of

the Internet: stadards et t i ng or gani zations and their institutior
833 Google has already regnized the need for some kind of due process in response to complaints
about its |l abeling of certain websites as fihar mful

threats at the sites) via the Stop Badware progra@eeZITTRAIN, supranote 30, at 171 (ARequest.
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It is not merely markets and antitrust enforcement that areficisat
to constrain problematic intermediary behadidhe common law is also
likely to fall short. It is hard to imagine any but the wealthiest and noest s
phisticated plaintiffsd attorneys att
Google algorithm thami g ht have unfairly di minisl
salience. Trade secrets have been deployed in the context of other litigation
to frustrate investigations of black box algorithfits. Examination of
Googl eds algorithms subjtwve orders wouldh er y r
amount to a similar barrier to accountabiligyven its recent string of litey
tion victories, it is hard to imagine rational litigants continuing to take on
that risk. Moreover, it makes little sense for a court to start from scratch i
understanding the complex practices of intermediaries when an entity like
the IIRC could develop lastingpertise in interpreting their actions.

A status quo of unmonitored intermediary operations is a veritable
Airing of Gyges, 0 ¢t enmfppeiwithgrivach macticdso p u s
which cannot be discovered by their victims. Distortions of the public
sphere are also likelyWhile acommercially influencedifasttrackingd or
fiup-rankingd of some content past others might raise Biigps among its
direct (but dispersed) victims, the real issues it raises are far broader. If an
online ecology of information that purports to be based on one mode of o
dering is actually based on another, it sets an unfair playing field wirose b
ases are largely undetable by lay observers. Stealthnketing generates
serious negative externalities that menace personah@atoand cultural
authenticity. Moreover, the degree of expertise necessary to recognize
these gternalities in the new online environment is likéo be possessed
by only the most committed obsers.

This potent combination of expertise and externalities is a classic r
tionale for regulation. feAtemeDaen ny We |
findingd (in the context of the Googl®oubleClick merge review)
recognized, only a dedicated group of engineers, social scieatistsieys,
and computer scientistare likely to beadept enough at understanding
search engine decisions as a whole to underspanticular complaints

reviewd which included pleas for help in understanding the problem to begi® witmdated Stp-

Badware researchers, who found themselves overwhelmed in a matter of days by appealsufrom tho

sands of Web sites listed. Until StopBadware could check each site and verify it had been cleaned of

bad code, the warni ng ppergtien wsth theyHardard Berkmarn CenterfGfo o gl e 6 s

Internet Research to run the Stop Badware program quefigure future intermediary cooperation

with NGOs to provide firough | uermedamy practices. t hose di sad:
334 SeeJessica Ring Amunson & Sam Hirsdihe Case of the Disappearing Votes: Lessons from

the Jennings v. Buchana&@ongressional Election Contest7 WM. & MARY BILL RTs. J. 397, 39798

( 2 0 0[8]ne lijgation ultimately was utterly inconclusive as to the reason for the 18,000 electronic

undervotes because discovery targeting the defective voting system was ttwiatethe voting &

chine® manufacturer succsfully invoked the tradsecretprivilege to block any investigation of the

machines or their software by the litiganty ; Supramote303 at1 79 (A[ T] he ostate shot

tiate for source code access to allow defendants to verify the mé@chowg acy . 0) .
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about thent®® Someone naks to be able to examine the finer details of the
publicly undisclosed operation of culturally significant automated ranking
system@ that is, to watch those who watch anflience us*

CONCLUSION

ISPs and search engines have mapped the web, accelerated e
commerce, and empowered new communities. They also pose nkw cha
lenges for law.This Article has both built on and critiqued extant cyberlaw
literature focused on the legal disputes between these intermedidiie
dominant focus on intbusiness coflitts is losing relevance as entities
cooperate more in mergers and joint ventures. While such cooperation can
be economically efficient, it has many troubling consequences for users.
Individuals are rapidly losing the ability to affect their own imagetioe
web, or even to know what data others are presented with regarding them.
When web users attempt to find information or entertainment, they have li
tle assurance that a carrier or search engine is not subtly biasing tha-prese
tation of results in aardance with its own commercial interests.

Those skeptical of the administrative state may find a proposal to
fiwatch the watcheésproblematic® They think of intermediaries asipr
marily market actors, to be disciplined by market constraints. Howeer, th
development of dominant Web 2.0 intermediaries was itself a product of
particular legal choices about the extent of intellectual property rights and
the responsibilities of intermediaries made in legislative and judici@ dec
sions in the 1990s. As intaediaries gained power, various entities tried to
bring them to heél including content providers, search engine optimizers,

335

Weitzner,supranote 297. Weitzner proposes that A[r]egul atol
panel of technical, legal drbusiness experts to help them review, on an ongoing basis the privacy pra
tices ofld Gbhegpanél would be fAimade up of those with

from arounddthewwolrd dhaol d @ pub lldtechnivat expeitsrag alraiat whi c h
able to answer questions about olgpdhatrieowalul dethai INst
support for the panel f r om ptime publicatiop aftquestigns ané gul at or
answer® amd nifannual report summarilzi ng what the panel
336 1 the meantime, Google has been developing a tool that would help consumers detedhif their
ternet service provider was firunning afGooglé of Net
BackedTool Detects Nefiltering, Blocking CNET NEws, Jan. 28, 2009, http://news.cnet.com/8301
13578_31015211738.html @ [hd& tool, MLab] is running three diagrstic tools for consumers: one to
determine whether BitTorrent is being blocked luottled, one to dignose problems that affect last
mile broadband networ ks, and one to diagnose probl
whether Google itself would submit to a similar inspection to determine whether it was engaging in
stealthmarkeing or other problematic practices.
337 gSee, e.gPosting ofBerin Szokao the Blog of the Progress & Freedom Foundathdet Neu-
trality Regulation => Online Product/Service Definitions => Online Taxatfhttp://blog.pff.org/arch
ives/2009/09/neteutrality_regulation_online_productservice_de.ht(8lept. 30, 2009, 9:40 E$T
( A [ Blippes slopeof creeping common carriage is real andiealready heading down it, witly-
bercollectivist6 | umi nari es6 | i ke Jonat hamingZnettalityrregilationand Fr an}
for devices, application platforms likE€unesand Facebook, arskarch 0 ) .
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